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The problems of unauthorized access to the top systems and data stealing
are considered. The deniable encryption is one of the most common in
computer systems. But this encryption has some restrictions that are re-
lated to the capacity and block cipher. In this article, the block cipher
algorithm has been developed. This block cipher has good capacity. Nev-
ertheless, electronic codebook encryption mode causes the vulnerability.
The objective of the article is to improve the deniable encryption algo-
rithm searching the safe mode. Initially, possible modes of the block ci-
pher are studied. Next, each mode is tested in block cipher for capacity
and vulnerability. Finally, the optimal mode is determined. The optimal
mode allows to patch the vulnerability. In addition, the modes are classi-
fied for data processing in parallel.
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Koaiouosi ciioBa:

anropuT™, OouHui mudp, 3anepeyHe
mrpyBaHHs, peXXUM MH(PYBaHHS,
mrpyBaHHs TEKCTIB.

VY nmaniit cTarTi po3rIAHYTO MPOOIEMH HECAaHKIIIOHOBAHOTO IOCTYIY Ta
BUKPaJICHHS KOH(IMCHIIHHUX AaHUX, MPUYUHH, SKI MPU3BOIATH 10 iX
BUHUKHCHHS, Ta MOXJIUBI Hachiaku. J[Js1 BUPIIICHHS 3a3HAYCHUX TPO-
0JIeM 3aIpONIOHOBAHO BUKOPUCTOBYBATH KpUNTOTpadidHi CHCTEMH, SKi
IPYHTYIOThCS Ha METOJI 3arepedyBaHoro mudpyBanHs nanux. Pazom 3
TUM, TEXHIYHI 00MEKEHHSI, OB’ I3aHi 3 pealli3alli€ro aJropuTMiB Ha 0asi
3aIlepevyBaHoro MU(PyBaHHs, CYITEBO BIUIMBAIOTH HA NMPOIYKTHBHICTD
X poOOTH Ta OOMEKYIOTH iX IPAKTUYHE BUKOPUCTaHHSL. J{J1s pO3B’A3aHHS
i€l 3a7a4i 3aIpOIIOHOBAHO MIIXi ISl TOOYJOBH OJOYHHX CXEM IIH]-
pYBaHHS JaHHX 3 BAKOPHCTaHHAM aJrOPUTMIB 3alepedyBaHOro mudpy-
BaHHS. Y pe3yJsbTaTi HOT0 PO3POOICHO MPOTOTHIT OJIOYHOTO AITOPUTMY
3ariepevyBaHoro MHU(ppPyBaHH TaHHUX, KUl Ma€ JOCUTh BUCOKY MPOIYK-
TUBHICTB. AJI€ B XO/Ii TOCTIIXKCHb IPOTOTUITY BCTAHOBJICHO, 10 B 3aMpO-
MIOHOBAaHOMY TMIi/IX0/li BUKOPHCTOBYETHCS PEXHUM HMIM(PPYBaHHS €JIEKT-
POHHOIO KOJIOBOIO KHUT'O10, HEJJOJTIKH OE3IEKH SIKOTO CYTTEBO BILTMBAIOThH
Ha HaJAIHHICTH KIHIIEBOrO anroputMy mmdppysaHHs. OCHOBHOIO METOIO
JIaHOT CTATTi € BUBUEHHS ICHYIOUHMX PEXHUMIB OJIOKOBOIrO mIHQpyBaHHs,
MPOJYKTUBHOCTI Ta Oe3MeKku IX peaiizaliil, a TAKOX HOIIYK ONTHMAaJb-
HHUX PSXHMMIB UL TIOJABIIOr0 BUKOPUCTAHHS B arOPUTMaXx 3arepeyy-
BaHOTO IMU(PYBaHHA JaHUX, O€3 3MEHIICHHS PIiBHS IX 3aXHUIIEHOCTI. 3a
pe3ynbTaTaMy NPOBEICHUX JOCIIDKEHb JOCIIDKEHO iCHYI0Ul PeXXUMHU
mmdpyBaHHS Ta X pearnizalii. 3-MOMiX 3a3HAYEHUX PEKUMIB BUSBICHO
HAMOLIBII ONTUMANIFHIM, SKAH HE BIUTUBAE HA PIBEHb 3aXHUIIEHOCTI KiH-
LEBUX AITOPUTMIB IH(pyBaHHs. [{0JaTKOBO BCTAHOBJIECHO, 10 OOpaHuii
pexum mudpyBaHHS A03BOJISIE HE JIUIIIE Peali3yBaTH BUXIIHI aITOPUTMHU
3arepevyBaHOro MU(PyBaHHs, aje i MiIBUIUTH X IPOILYKTUBHICTh 32
JIOIIOMOT'010 6araTornoTOKOBOI 0OPOOKH AaHHX.
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Introduction. In the last several decades, a
large number of private and public companies
have been attacked by crime and the situation is
escalated [1]. Possible targets of such attacks
are corporate networks and IoT devices. Typi-
cally, attackers try to get business-sensitive data
or user credentials. The target of plenty cyber-
attacks is the another popular target of cyber-
attacks.

A set of well-known techniques has been
used for the top systems protection [1]. Never-
theless, some protected information systems
have been compromised. In some cases, the
penetration has been caused by violating of se-
curity requirements. It has become to the users’
keys stealing. That’s why authors have sug-
gested the deniable encryption algorithms us-
ing, which doesn’t depend on keys using [2].

The subject of the research is the blocked
deniable encryption.

The objective of the research is to improve
the deniable encryption algorithm searching the
safe mode.

Formal Problem Statement. The reliabil-
ity of traditional encryption schemes is based
on keys secrecy. However, such systems aren’t
completely protected. The most dangerous
cyber-attack is the coercion to users of telecom-
munication systems. Large keys, schemes with-
out keys and neural networks are typical solu-
tions of this problem. Nevertheless, traditional
encryption schemes have private data that
might cause vulnerabilities [1].

In [2], authors suggested to use deniable en-
cryption algorithms to protect users from the
coercion and their own data from leakage. The
reliability of these algorithms is based on prob-
abilistic encryption schemes (see Fig. 1).Ini-
tially, both plain and private texts are employed
as input data of the encryption algorithm (see
Fig. 1). Next, the encryption algorithm trans-
forms these texts in a ciphertext using a private
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key. Finally, the user must submit the same pri-
vate key into the decryption algorithm. The de-
niable encryption schema doesn’t defend the
private keys from the coercion attack, but this
schema denies the existence of the ciphertext.
However, the deniable encryption has the
following restrictions.
1. The size of the plain text depends on the key
size as the following inequality:

|[Plain text|| < ||Key]|. (1)

2. The limited possibility of the implementation
block ciphers schemes into the deniable encryp-
tion algorithms: encryption modes, SB-Trans-
forms, round encryptions, etc.

3. The low performance of data processing
(during encryption and decryption).

The first restriction has been solved by the
developing of basic block deniable encryption
scheme in [2]. The performance of the block ci-
pher method has been improved in [3].

Nevertheless, the vulnerability of in the
mode of block encryption has been found dur-
ing the primary analysis of the algorithm. This
vulnerability is associated with the process of
ciphertext blocks substitution. A cybercriminal
could catch user for lie during the analysis of
decrypted prepared block data.

The same vulnerability exists in the block
cipher mode. This vulnerability is called «elec-
tronic code book» (ECB), but it’s lacking in
other cipher modes (see Fig. 2). Initially, the
encryption algorithm gets the public data file M
and the private data file T. Next, these files are
divided into % blocks of the equal size
M;, T)<N(@@=1,2, ..., k). Each block is pre-
processed for the encryption by the function fp.
Pre-processed blocks are encrypted into cipher-
texts C; by the function fz with the private key.
Finally, ciphertexts C; are joined into the ci-
phertext C.
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Fig. 1. The deniable encryption schema
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Fig. 2. The deniable encryption schema in the ECB mode: a) encryption, b) decryption

In the decryption algorithm, all operations
are performed in the reverse order (see Fig. 2,
b). Initially, the decryption algorithm gets the
ciphertext C and the private key. Next, the ci-
phertext is divided into k&  blocks
(A, B)<N(i=1,2,..., k). Each block is de-
crypted by the function fp. Decrypted blocks
are processed by the function fyp. This function
allows to separate private blocks from public
blocks. Finally, private blocks are joined into
the private data file T and public blocks are
joined into the public data file M.

However, cybercriminals could get the pri-
vate key using specially pre-processed data or
the ciphertext.

Literature Review. Deniable encryption
algorithms are known since 1990. The original
deniable encryption algorithm has been sug-
gested in [2]. This algorithm is based on the bit-
wise encryption. The algorithm could encrypt
large size data but it doesn’t support the block
encryption.

The RD-PKE algorithm has been devel-
oped by Hamada Ibrahim in [5]. This algorithm
includes mRSA scheme keys and the protocol.
In this algorithm, a plain text must be trans-
formed into against bits and then inputted into
the prepared container. Furthermore, the algo-
rithm requires a third-party to authorize the de-
crypting of plain text. Nevertheless, the algo-
rithm doesn’t allow to deny the plain text exist-
ence, because unauthorized decrypting might
return broken data. This algorithm also has the
restriction specified by the inequality (1).
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Hence, this algorithm also requires high com-
puting resources.

RSA and El-Gamal encryption schemes
have been combined by Jing-Quing Wang and
Bo Meng in [6]. This algorithm has good relia-
bility, but the size of initial data is also re-
stricted by (1). Thus, this encryption scheme
also requires high computing resources. In ad-
dition, it also allows to catch public and private
data during the ciphertext decryption.

In [6], S. Goldwasser and C. Mikali sug-
gested an invulnerable pseudo-probabilistic en-
cryption algorithm. This algorithm doesn’t al-
low an unauthorized access to any part of the
plain text. It requires to use the same private key
to decrypt each block. But there is only one val-
idated block that user could decrypt at the same
time. Hence, user couldn’t deny the existence
of any secret data in case of coerces using.

Finally, M. Moldovyan has suggested the
original encryption algorithm in [8]. This algo-
rithm has modified for the block encryption in
[3]. The original algorithm is based on the
Rabin’s encryption schema. This scheme re-
quires to input public data and private data to
transform them into the ciphertext. However,
it’s possible to get some public or private data
during the ciphertext decryption. The algorithm
allows user to deny the private data existence,
but this algorithm also has the same restriction,
as in [5].

In the end M. Moldovyan suggested the an-
other deniable encryption algorithm in [9-11].
This algorithm supports the block data encryp-
tion. The reliability of this algorithm is based
on common block encryption algorithms. But
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the algorithm requires two different decryption
key. Hence, users couldn’t deny the private data
existence, so users aren’t protected from the co-
ercion. Besides, this algorithm has low capacity
and doesn’t provide deniable encryption prop-
erties [2, 8].

Block Cipher Modes. The block cipher
mode provides the privacy and authorization
for users. This mode could be applied for the
symmetric and some asymmetric encryption al-
gorithms. Common cipher modes are follow-
ing: electronic codebook (ECB), the cipher
block chaining (CBC), cipher and output feed-
backs (CFB and OFB), the counter (CTR).
These modes have been described in [4].

The ECB mode is the first and the weakest
algorithm. This mode masks patterns of data
blocks in the encrypted data using the equa-
tion (2).

Ci = fe(M;, K). (2)

Typically, the implementation of this mode
is simple. However, it makes ciphers more vul-
nerable to reverse engineering attacks. Overall,
it allows to get patterns of private data from the
ciphertext. Hence, it isn’t recommended to use,
because other cipher modes haven’t such vul-
nerabilities.

The second algorithm is the CBC mode. It
suggests to encrypt a common block of plain
texts M; with the previous block of ciphertext
Ci1 by the function fz simultaneously:

Ci=1f:(M;® C.)). 3)

The equation (3) adds the pseudo-random-
ness property to each block of the ciphertext.
But the first block of the ciphertext requires
some initialization vector IV. Blocks padding
also causes a vulnerability. This vulnerability
allows to steal the encryption key. Besides, the
CBC mode allows to parallelize decryption.
Generally, the CBC mode is more protected
than the ECB mode.

The third algorithm is the CFB mode. This
mode processes data like the CBC mode. The
CFB mode transforms the plain text M into the
ciphertext C using the function fz. It also re-
quires to save the initialization vector IV in the
first block of the ciphertext Co:

C;=f5(Ci))© M. (4)
The FCB could be transformed in the
stream cipher. However, this mode is vulnera-
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ble to bit changing in the ciphertext C. This vul-
nerability allows the cybercriminal to deter-
mine patterns in the nearest blocks of the ci-
phertext C. It also could be parallelized during
the decryption.

The fourth algorithm is the OFB mode.
This mode is also classified as a synchronous
stream cipher. The ciphertext is generated from
the pre-generated stream blocks and the blocks
of plain text. But each block of the ciphertext
depends on the previous encrypted blocks as the
following equation:

C; = fe(fe(Ci1)) ® M. (5)

The OFM model allows to use a hardware
implementation of the CBC mode. But the
OFM mode can’t be implemented in parallel.

The last algorithm is the CTR mode. It’s the
same as the OFB mode. The ciphertext C is a
result of the counter value CTR; and the block
of the plain text encryption:

C; = fg(CTR)® M.. (6)

The CTR mode is suitable for in parallel
computing systems. It allows a random access
to properties during the decryption and supports
a parallel encryption. Besides, this mode is
widespread and haven’t the ECB mode’s weak-
ness.

Generally, the encryption algorithms don’t
require data blocks padding in CFB, OFB, or
CTR modes.

Models. In [3], the vulnerability of the de-
niable encryption has been found. The vulnera-
bility is caused by the ECB mode; it allows to
determine patterns of data in the ciphertext C.
Hence a cybercriminal might to catch users on
lying about the existing data. Some deniable en-
cryption schemes and block cipher modes have
been studied to prevent such vulnerabilities. As
a result, some models of cipher modes have
been developed. These models could be used in
the deniable encryption algorithm.

The first model uses the CBC mode. In this
model, public data M and private data T are
transformed into the ciphertext C. The encryp-
tion algorithm fr and the public are employed
in the model. In the decryption process, public
data M' and private data T' are recovered using
the same private key and the function fp. (see
Fig. 3).

Ne 1, 2019



150

;

a)

Visnik Zaporiz'kogo nacional'nogo universitetu. Fiziko-matemati¢ni nauki

b)

Fig. 3. The implementation of the CBC mode in the deniable encryption algorithm:
a) encryption, b) decryption

The second model uses on the CFB mode.
Temporary values and the initialization vector
IV are encrypted in this model by the function
fz (see Fig. 4).

In the second model, the initialization vec-
tor IV, blocks of public data M; and private data
T; are transformed into the ciphertext C;. Next,
the initialization vector IV is changed by the
previous block of ciphertext C;. The cycle of
encryption continues, while there are blocks of
data. The user must encrypt the initialization

—— I Em— Y —P
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v Ci C: Cx
T4 T2 T«
—) fe —) fu —) fu
—> fe —> fe —> fe
M M, M
v Ci C: Cx
T T T
) fe —> fe —) i

vector I'V again to get blocks of public data M';
or private data T";. Finally, the model summates
blocks of ciphertext Ci. Hence, public data M
and private data T mustn’t be decrypted to de-
termine the encrypted content.

The third model is based on the OFB mode.
This model includes some additional values
(like the previous model). These values are also
encrypted by the same encryption scheme fz
(see Fig. 5).

Fig. 4. The implementation of the CFB mode in the deniable encryption algorithm:
a) encryption, b) decryption
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Fig. 5. The implementation of the OFB mode in the deniable encryption algorithm:
a) encryption, b) decryption

In this model, the encrypted vector IV is
summated with blocks of public data M and pri-
vate data T. The user must encrypt the vector
IV again. Next, it’s summated with blocks of
the ciphertext C;. Finally, the model returns
blocks of public data M'; and private data T'..
Hence, blocks of public data M and private data
T mustn’t be decrypted. This way changes the

|CTRw| |Cle| |CTRx|
v v v
.
Y 3 [13
Y Y
] o] [
1> =g %
] o ]
z x x
|CTR|| |CTR1| CTR|

common security schema on the XOR encryp-
tion. It makes possible to determine the en-
crypted content.

The last model is based on the CTR mode.
There are some random values CTR; are used
in this model. The block of the ciphertext C; is
a sum of the block of public data M or private
data T with the encrypted counter value CTR;
(see Fig. 6).

| CTR, CTR: | CTR. |
v v v
f |

=
=

H

ITl;mA
ug

POE O PO
A Wwarp” il
» -
7]

—n

*

CTR« |

Fig. 6. The implementation of the CTR mode in the deniable encryption algorithm:
a) encryption, b) decryption

Initially, some counter values CTR; must
be encrypted. Next, blocks of public data M; or
private data T; could be evaluated. The encryp-
tion schema is used in this model. Thus, this
schema has higher capacity than the ECB mode.
But it also allows to determine the private con-
tent in the ciphertext.
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Generally, the reliability of the CFB, OFB,
CTR modes aren’t based on deniable encryp-
tion algorithms.

Experiments and Results. Models of
block cipher modes have been tested on the ca-
pacity and vulnerabilities. Experiments have
been carried out using the following schema
(see Fig. 7).
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The optimal model has been determined by
the following indicators: the deniability of com-
mon data, the random access to data, the paral-
lel encryption and decryption, the leakage of
keys, the brute force, the factorization, the dis-
crete logarithm, the analysis of blocks. But the
most important indicators are following: the de-
niability of common data, the parallel encryp-
tion and decryption, the leakage of keys and the
analysis of blocks. Results of the experiment
are collected in the Table 1 and Fig. 8.
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Hence the ECB and the CBC modes allow
to provide the deniable decryption of data. Pub-
lic data M and private data T are decrypted by
the same private key. But the ECB mode isn’t
recommended to use in the cryptography proto-
cols. Other cipher modes (CFB, OFB, CTR)
couldn’t be used in the block deniable encryp-
tion algorithms. These modes don’t provide the
deniable decryption of data and allow to get ac-
cess to private data in blocks of the ciphertext.

—>

Plain text

Cipher

Encryption >
mode

algorithm

(_

[Private text)

Ciphertext —»]

Plain text

Cipher
mode

Decryption|
algorithm

[Private text)

T

Additional values

Fig. 7. Schema of the experiment

Table 1. Possibility of cipher modes implementation tests

No. Tndicators The cipher modes
' ECB CBC CFB OFB CTR
1  Basic indicators: Implementation, units
1.1 The deniable decryption pass = pass  fail fail fail
1.2 The random access pass  fail fail fail | pass
1.3 The parallelize encryption pass pass pass  fail | pass
1.4 The parallelize decryption pass pass pass  fail | pass
The average rank by basic characters 075%  056% 038% 000%  056%
2 Indicators of strength: Implementation, units
2.1 The key leakage pass pass  fail fail fail
2.2 The brute force pass | fail fail fail fail
2.3 The factorization pass = pass pass = pass = pass
2.4 The discrete logarithm pass = pass pass = pass = pass
2.5 The analysis of blocks fail = pass pass pass = pass
The average rank to cyber-attacks strength 040% 040% 030% 030% 020%
Summary rank 058% 048% 034% 015% 038%
0,38 ?'W'va’
0,58
0,15
: 4
0,34 ~
&
0,48

|ECB B8CBC ECFB EOFB ECI'Rl

Fig. 8. The diagram of cipher modes implementation tests

Dizuko-mamemamuyHi HayKu

ISSN 2518-1785 (Online), ISSN 2413-6549 (Print)



Visnyk of Zaporizhzhia National University. Physical and Mathematical Sciences 153

Conclusion. The optimal cipher mode has
been determined. This mode has allowed to
patch the vulnerability of the ECB mode in the
block deniable encryption algorithm [3].

The following results have been obtained:
common cipher modes have been studied and
applied to the deniable encryption scheme, ci-
pher modes have been tested for capacity and
vulnerability, the possibility of leakage data
from the ciphertext has been found in some ci-
pher modes. Hence, some cipher modes
couldn’t be applied in the common deniable en-
cryption algorithms.

The novelty of work consists of study com-
mon cipher modes and their implementation in

the deniable encryption algorithms. In [8, 9],
using common block ciphers in the deniable en-
cryption schemes has been suggested. How-
ever, these algorithms don’t use cipher modes
separately. Hence, these algorithms have low
capacity comparing to described in [3].

The deniable encryption schema could be
used with cipher modes that is more secured
than the ECB mode.

The prospects for further researchers are to
develop the parallel implementation of the
block deniable encryption scheme, to imple-
ment other block ciphers schemes into the com-
mon deniable encryption algorithms, to evalu-
ate the security of cipher.
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