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This paper discusses blockchain technology and its associated tools, considers the
application of this technology, presents a Web application for voting in elections
as an example of the application and discusses advantages and disadvantages of
blockchain technology in general and in regard to voting in particular. Blockchain
technology was developed for first cryptocurrency known as Bitcoin as its
transaction mechanism. It is decentralized in nature and nowadays found its place
in many areas including financial and insurance markets. The technology allows
to validate user entries, safeguard them preventing the possibility of a change,
preserve them for historic purposes and secure against unauthorized access due
to its decentralized nature. Users have full access to their records at all times.
Information is reliable and up-to-date. When a transaction record is created,
all necessary information about the transaction is created and placed in there
and public key — private key mechanism is employed. The transaction record is
then broadcast to every party in the network, verified and recorded in the public
ledger. Blockchain technology can be utilized in voting. Conventional voting
systems are usually centralized. That poses security and efficiency limitations.
Electoral fraud is another issue in elections and results in lower voter turnout that
in turn makes it easier to commit fraud. Fairness is a big aspect in elections in
many countries. The characteristics of blockchain technology mentioned above
nicely fit for this purpose. We developed a voting Web application as a proof of
concept. Instead of money as in the case with cryptocurrency we use a single vote
as a digital asset transaction. Validation, safeguarding and preservation of entries
are all needed in voting and will be guaranteed by the blockchain technology.
Our application is designed as a decentralized Web voting system, which
provides a public and transparent voting process while protecting the anonymity
of voter’s identity, the privacy of data transmission and verifiability of ballots.
We also consider current limitations of the technology related to voting. Some
major disadvantages of using a blockchain technology are access to a computing
device and required technological maturity. These problems might exclude some
population from voting. A natural solution is to use a mixed approach wherein
paper ballots are provided as a backup on a few polling stations. Nevertheless,
blockchain technology is appropriate for using as an election mechanism, which
was showcased as a proof of concept in this paper.
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Y poboti oOroBoproeTbess TexHonoriss blockchain Ta moB’s3aHi 3 1i€ro
TEXHOJIOTIEI0 1HCTPYMEHTH, PO3ITISIA€ThCS 3aCTOCYBAaHHS Iii€l TEXHOJOTII,
IPE/ICTABICHO BEO-T0AATOK Ul TOJIOCYBaHHS Ha BHOOpax sIK IPHUKIAN
3aCTOCYBaHHS TEXHOJIOT1i Ta 00rOBOPIOIOTHCS IIEPEBATH TA HEIOTIKH TEXHOJOT'1{
blockchain3aramomTacrocoBHO ro0cyBaHHsA 30KpeMa. Texnomoris blockchain
Oyna po3poOieHa s IepIIoi KpUIToBaIIOTH, BiToMoi gk Bitcoin, sk MexaHi3zm
Tpan3akiiil. Llg TexHomoris Mae AEIEHTpaNi30BaHUIl XapakTep 1 ChOTOJHI
3HaMIIAa CBOE 3aCTOCYBaHHS y Oararbox cgepax, BKIIOUAOYM (piHAHCOBUIM
Ta cTpaxoBuil punku. Texnomoris blockchain no3Bomnse mepeBipsATH 3anucu
KOPHUCTYBaYiB, 3aXMINATH iX, 3aM00iratodl MOXKIUBOCTI 3MiHH, 30epiratu ix
JUIS ICTOPUYHUX PEKOPAIB Ta 3aXMINATH Ii 3alUCH BiJ HECAHKI[IOHOBAHOTO
JOCTymy uepe3 ii geneHTpanizoBany npupoay. KopucryBaui 3axau MaroTh
MOBHUK JOCTYI A0 CBOiX 3amMciB TpaH3akmii. [Hpopmaris gocToBipHa Ta
akTyanbHa. KOu CTBOPIOETHCS 3aMuC TPaH3aKIii, Bcd HEOOXiqHA iHpOpMaIllis
PO TPAH3AKLII0 PO3MIIIYEThCS B PEKOPAl, A TAKOXK BUKOPUCTOBYETHCS
MeXaHi3M MyOJIiYHOro KItoua — MpUBAaTHOTO Kitoda. [1oTiM 3ammc TpaH3akiii
HepeIaeThCsl KOXKHIM CTOPOHI B Mepexi, MEpeBipSETbCSA Ta 3aMHUCYETHCS B
nyOniyHy kHUTy 3amuciB. TexHosorito blockchain MoxHa BHKOpUCTOBYBaTH
npu rosocyBaHHi. CHCTEMH TOIOCYBAaHHS 3a3BHYall € IICHTPATi30BaHUMH.
e obmexye Oesneky Ta edextuBHicTh. LllaxpaiicTBo Ha BuOOpax — 1e mie
oJiHa mpobiemMa Ha BUOOpPAax, M0 MPU3BOANUTH J0 3HWKECHHS SIBKA BUOOPIIIB,
10, B CBOIO YEpry, MONETIIye BYMHEHHs ImaxpaiictBa. Ilposopicte — 1€
BOXJIMBA 1 OakaHa XapaKTepUCTHKa BHOOpIB y OaraThox KpaiHax. 3rajaHi
BUIIIE XapaKTepUCTHKU TexHosorii blockchain moOpe migxomsTe Iuist mi€i
MeTd. Mu po3pobuim BeO-10JaTOK JJIST TOJIOCYBAHHS SIK JJOKA3 KOHIICTIIi.
3aMicCTb TpoIeii, SIK y BUNAJIKy 3 KPUITOBATIIOTOI0, MU BUKOPHCTOBYEMO OJTUH
TOJIOC SIK TPAH3aKIiIo0 U(PPOBOTO akTUBY. [lepeBipka Ta 30epe)KCHHS 3aMHUCIB,
HEeoOXi/JHI MiJ] 9ac ToJI0CyBaHHA, rapaHToBaHi TexHonoriero blockchain. Ham
JIOZIATOK PO3POOJICHUH SK JICIIEHTPalli30BaHa cUcTeMa BeO-rOJI0CyBaHHS, sKa
3a0esredye MyONiYHUAN Ta MPO30PHUE MPOLIEC TOIOCYBAHHS, 3aXUIIAKYH MTPH
I[bOMY AHOHIMHICTH 0cO0M BHOOpPISI, KOH(DIACHIINHICTE Nepenadi JaHMX
Ta MOXJIMBICTh IEPEBIpKH OroJeTeHiB. MM TakoXX BpaxOBYEMO ITOTOYHI
00OMe)KeHHS TEXHOJIOTI1, TTOB’s3aHi 3 TOJIOCYBaHHSM. J[esKi OCHOBHI HEIONIIKH
BUKOpPHUCTaHHS TexHoyorii blockchain — me goctynm g0 00YHCIIOBAIBHOTO
INPUCTPOI0 Ta HEOOXigHAa TexXHOJoriuHa 3pimicTh. Lli mpobmemu MOXyTbh
BUKJTIOYNTH YaCTHHY HACEJCHHS BiJ rosocyBaHHs. [IpupomHuM pirmeHHsIM €
BUKOPUCTAHHS 3MIIIaHOTO MiAXOMY, 32 SIKOTO IanepoBi OIONETeHI HaTAIOThCS
SK pe3epBHI Ha KUTbKOX BHOOPYMX AUTBHUIIX. THM HE MEHI, TeXHOJOTis
blockchain € mouiapHOI0 y BUKOPHCTaHHI SK MeXaHi3M BHOOpiB, mo Oyio
MIPOJIEMOHCTPOBAHO SIK JI0KA3 KOHIIEMIIT B il poOOTi.

1. Introduction

Blockchain technology is also used in insurance,

Blockchain is a decentralized transaction and data  notary public and even music industry [1-2]. In
management technology that today is revolutionizing  this paper we discuss the strong sides of blockchain
many areas [1-3]. It was first developed for Bitcoin  technology, apply it to voting and present a voting
cryptocurrency transactions in 2008 and hence web application based on the technology, and finally
cemented its place in the financial sector [1]. consider the current limitations of the technology
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in general and those limitations that are specific to
voting in particular.

A review of blockchain-based voting systems has
been performed in recent years [4—10]. For example,
a classification of blockchain voting systems was
performed based on the types of blockchain used,
the consensus approaches used, and the scale of
participants. In our approach, we surveyed existing
blockchain technologies and its tools, selected the
minimum set of such instruments, and applied them
to the problem of voting.

2. Blockchain technology

We will briefly describe the blockchain technology
using a financial example presented in Fig. 1. At the
same time, we note that this technology is applicable
to any digital asset transaction. In the scenario shown
in Fig. 1 Alice wants to transfer some money to Bob.
Alice initiates the transfer. A transaction record known
as a “Block” with all necessary information about the
transaction is created using public key — private key
mechanism. The transaction record is then broadcast
to every party in the network, verified and recorded
in the public ledger. The verification step ensures that
the sender owns the money and that the sender has
sufficient amount in his account. The transaction is
finalized and the money is transferred.

Next, we list advantages of blockchain technology:

— Validation of entries.

— Safeguarding of entries (transactions cannot be
changed).

g . H _

1. Alice wants to
send money to
Bob

2.The transaction
is represented as
a “Block”

5

4, Parts of network
approve the
transaction as valid

5. The Block is added
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— Preservation of historic records (transactions
cannot be deleted, users have access to the history of
transactions).

— Decentralized nature (not connected to a
centralized database).

— Users have full access to and control over their
data.

— Reliable and up-to-date data.

— It can withstand and repel unauthorized access
due to its decentralized nature.

— Difficult to hack due to its decentralized nature.

— No central authority is needed to verify
transactions.

These advantages make the blockchain technology
applicable to and desirable for many areas. We
consider next the problem of fair voting and the
application of this technology to the area of voting.

3. Application of blockchain technology to
voting

3.1. The problem of voting

People often express their opinion or choice through
voting. For example, in many countries presidents
are elected by the country’s citizens through voting.
Presidents of academic universities or academic
department chairs are also often selected according
to the results of voting by appropriate constituents.
Conventional voting systems are usually centralized.
That poses security and efficiency limitations.
Electoral fraud is another issue in elections and results
in lower voter turnout that in turn makes it easier to

broadcast to
every part of the
network

6. The money moves
from Alice to Bob

to the chain that
provides record of
transaction

Fig. 1. Blockchain technology
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commit fraud. Fairness is a big aspect in elections
in many countries. Hence, there has been a trend of
moving to decentralized voting systems. Blockchain
technology seem to fit nicely here as a solution.

3.2. Application of blockchain technology — a
voting Web application

Our earlier example about a financial transaction
can be modified to be used for voting. Instead of money
we can use a single vote as a digital asset transaction.
Validation, safeguarding and preservation of entries
are all needed in voting and will be guaranteed by the
blockchain technology.

We aimed at designing a decentralized Web voting
system, which provides a public and transparent
voting process while protecting the anonymity of
voter’s identity, the privacy of data transmission and
verifiability of ballots.

The proposed solution is divided into a Front End
layer and a Back End layer. The Front End layer is used
by voters during the election phase to log in and cast their
votes on a mobile device or a computer. The Back End
layer is connected to Ganache, a personal blockchain for
Ethereum development, and to the Truffle framework, a
Smart Contracts testing network that uses the Ethereum
Virtual Machine (EVM). Smart Contracts are used
together with blockchain technology to trigger actions
when some preprogrammed conditions are triggered
and are automatically enforced by computer protocols.
To code the trigger events, we use Solidity, an object-
oriented programming language for writing Smart
Contracts. Solidity was designed to work with blockchain
platforms like Ganache or Ethereum. As a gateway to our
blockchain application, we use MetaMask tool. As the
development environment, we use Visual Studio along
with Node.js as a JavaScript runtime.

The front end was developed for a fictitious
national election in Nigeria with two candidates.

Since it is a proof of concept, we decided to show
the tally of votes in the application itself for ease of
testing.

During the election, those who are legible to vote
log on to the website to register with their designated
cryptographic addresses (see Fig. 2).

Then, through utilizing MetaMask, the application
performs a verification process of those who are
participating in the voting to verify that they’re indeed
eligible to vote (see Fig. 3).

Next, users participate in the electoral process
by choosing a candidate (see Fig. 4). This process is
guided by Smart Contracts tool.

The result of the voting is recorded and locked
until voting is concluded. After the election is
over, the number of votes is counted and presented
(see Fig. 5).

4. Discussion

The proposed Web application for elections is
based on blockchain technology and Smart Contracts
and provides an easily accessible voting system while
also verifying the voters eligibility to cast their votes
and securely protecting the casted votes. The use of
underlying technology can offer multiple benefits in
the electoral sphere, some of which are:

— The casted votes would be safely and securely
stored in the blockchain ledger. This eliminates any
form of manipulation or tampering, for example,
the deletion of legitimate votes or the addition of
illegitimate votes.

— The casting of votes and tallying of the votes
would be a lot quicker while also providing better
transparency and accuracy.

— Not many polling stations need to be set up
since the voters can vote on their computers or mobile
devices. This helps to reduce the cost associated with
setting up and running polling stations.

Independent National Electoral
Commission

Fig. 2. Voting web application screen
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Index_No Name
1 Damiota
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Fig. 4. Voting choice

Independent National Electoral
Commission
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Damioa

Abdulatas

. 4011605 TodiDetadetd 10

Fig. 5. The results of voting
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— Voters are not required to leave their homes
or place of work to cast their votes. This eliminates
the need for declaring a public holiday on the day of
elections.

— More younger people might participate
in elections as the result of utilizing technology
accessible through smart phones and computers.

There are certainly some major disadvantages of
such an approach, among which are:

— Access to a computing device is required.

— Technological maturity is necessary.

These problems might and will exclude some
population from voting. A natural solution is to use
a mixed approach wherein paper ballots are provided
as a backup on a few polling stations.

All in all, blockchain technology is appropriate
for using as an election mechanism, which was
showcased as a proof of concept in this paper.
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