Financial Strategies of Innovative Economic Development. Ne 1 (57), 2023 ISSN Print 2786-5150

ISSN Online 2786-5169

UDC 343.53:[338.467:004.031.4]:658(73) DOI https://doi.org/10.26661/2414-0287-2023-1-57-13

AN OVERVIEW OF THE TYPES AND METHODS OF FRAUD PREVENTION
FOR ONLINE SMALL AND MEDIUM-SIZED BUSINESSES

Key words:

fraud prevention,

online commerce, recession,
payment cards,

payment transactions,

profit, costing,

small and medium businesses

Pyrkh M.O.
Zaporizhzhia National University

Ukraine, 69600, Zaporozhzhia, Zhukovsky str., 66

michaelpyrkh@gmail.com
ORCID 0000-0002-3306-1200

This article aims to investigate fraud prevention practices for small and medium-
sized businesses by e-commerce sellers in the United States. Small and medium-
sized businesses are businesses that are often identified as having fewer than
500 employees, lower annual revenue than large businesses, and a less complex
organizational structure. Small and medium-sized businesses play a vital role
in the economy by creating jobs, driving innovation, and supporting local
communities. Since the Internet provides a wide range of “contactless” business
activities, the urgency of combating fraud in this area is very important. Currently,
small and medium-sized businesses (SMBs) make up a huge segment of the U.S.
economy — 44 % of GDP, about half of all employment, and half of the roughly
$370 billion in total technology spending. Small and medium-sized businesses
have been hit hard by the current economic difficulties and are now weighing
every purchase more carefully. Recent research by consulting firm McKinsey
found that 37 percent of small and medium-sized business owners cite inflation
as their biggest concern — the highest percentage in 40 years. One in five expect
growth to slow and talent a challenge amid the Great Attrition. Intense financial
pressures during the economic crisis have led to an increase in fraud, according to
a survey of fraud experts by the Association of Certified Fraud Examiners (ACFE).
The ACFE report found a direct relationship between economic downturns and
the increase in the intensity of fraudulent activity. Thus, based on the above, it can
be concluded that the relevance of this research is very high. This article covers
the following different types of scams, such as: Fraud with card testing; Account
takeover fraud; Parcel interception fraud; Chargeback fraud; Refund fraud.

OIJISAJ TUIIB IIAXPAMCTBA, IO 3ATPOXKYIOTH MAJIOMY
TA CEPEJHbOMY BI3HECY B CIIIA, SIKI IPOBAJSITH JIAJbHICTh OHJIAWH

IMupx M.O.

3anopizvkuii HayioHanbHUll yHigepcumem

Yxpaina, 69600, m. 3anopisicorcs, eyn. JKykoscvrozo, 66

Kurouogi cioBa:

3armo0iraHHs mMaxpancTay,
OHJIalH-KOMMEDIIisl, pelecis,
TUIATDKHI KapTKH,

IUTATDKHI TPaH3aKii, MpuOyTOK,
(dhopmyBaHHS co0iBapTOCTI,
CEepeHi i MaJli miImprueMcTBa

s crarTs cripsMoBaHa Ha JOCHIIKESHHS METOIIB 3aMO0IraHHs MaxpaiCTBy LI
MaJIOTo Ta CepeHBpOTOo Oi3HEeCY MPOIAaBISIMH eIeKTpoHHOI Komepitii (e-Commerce)
B Cnonyuyenux Illtarax. o cepeanporo Tta wMayioro 0i3HeCy BIiAHOCSATH
HiIOpUEMCTBA, SKi YacTo iMeHTH(DiKyloThcss MeHIm HiX 500 criBpoOiTHHKaMy,
HIDKYAM PIYHAM JIOXOJOM, HDK BEIIMKI MiIIMPUEMCTBA, 1 MEHII CKJIaTHOIO
OpraHi3aIliifHO0 CTPYKTyporo. Manmii i cepenmHiii Oi3Hec BiIirpae >XHUTTEBO
Ba)KJIMIBY POJTb B eKOHOMIIli, OCKLUIEKH CTBOPIOE poOOUi MiCIIs, CTUMYJIIOE iHHOBAIIii
Ta MATpUMYye MicueBi rpoMaau. OCKUTBKM Mepexa iHTepHeT Halae IIUPOKHHA
CIEKTp Ha TMPOBA/PKCHHS MIANPUEMHUIBKOI JISUIBHOCTI  «OE3KOHTAKTHOM,
aKTyaJIbHICTh OOPOTHOU 3 IIaxpaiicTBOM B Iil cdepi € ayxe BaximBow. Hapasi
Maimii 1 cepenniii 6i3Hec (SMBSs) CTaHOBHTH BEITHMUYE3HUI CETMEHT €KOHOMIKU
CIIA — 44 % BBII, 6113bK0 OJIOBUHH BCi€l 3aifHATOCTI Ta MOJIOBHUHA 3 IPHOIM3HO
370 MiTBsIpAiB TOTAPIB 3aTaJbHAX BUTPAT Ha TexHoMorii. [liqnmpreMcTsa Maioro Ta
cepeHpOoro Oi3HECY CHIIBHO MOCTPaXKIAIH Bl HUHINIHIX EKOHOMIYHHUX TPYAHOILIB
i Ternep peTenpHille 3BaXYIOTh KOXKHY NOKYNKY. HenaBHi nociimKeHHs, TpoBeAeHi
KOHCAJITHHIOBOIO KoMmaHiero «Maxk Kinzi» moka3zanu, 1o 37 BiICOTKIB BIACHHKIB
MaJIOTO Ta CEPeAHBOro Oi3HECYy Ha3WBalOTh IHQIIAIIIO CBOEK HANOUIBIION
mpoOIeMor0 — Iie HaHBHINWKA BimcoToK 3a octaHHI 40 pokiB. KoxkeH m’sTuii

75



Financial Strategies of Innovative Economic Development. Ne 1 (57), 2023

ISSN Print 2786-5150
ISSN Online 2786-5169

OYiKy€, 10 3pOCTaHHS CIOBUIBHHUTHCS, a TAJAHT € MpoOIeMoro Ha T Bemukoro
BHUCH@KCHHS. [HTeHCHBHUH (iHAHCOBHUII THCK ITiJ] YaC eKOHOMIYHOI KPH3H MPU3BIB
IO 3pPOCTaHHS IIaxpalcTBa, 3TiJHO 3 ONUTYBaHHSIM EKCIIEPTiB 3 IIaxpaicTaa,
npoBeieHNM Acorianielo cepTudikoBaHux excnepriB 3 maxpaiictBa (ACFE).
V 3Biti ACFE BcTaHOBIIEHO NpsIMy 3aJI€XKHICTh MK €KOHOMIYHUMH CHaZaMH Ta
3pOCTaHHIM IHTEHCHBHOCTI IIaxpaichKoi AisiibHOCTI. TakuM 4YMHOM, BHUXOISYU
3 BUILICHABEICHOTO MOYKHA 3pOOHTH BUCHOBOK, [0 KTy aJIbHICTB [IOT0 IO CJTi JUKCHHS
€ DyXe BUCOKOIO. B mili cTaTTi po3nsaaroThCs Taki pi3HI TUIH IIaXpalcTBa, Taki
SK: IIaXPalCTBO 3 TECTYBAaHHAM KapTKH; IIAXpalCTBO 3 3aXOIJIEHHAM OOJIIKOBOTO
3anKCy; MaxpaicTBO 3 MEPEXOIUICHHSM IMOCHIIKH; LIaXpalCTBO 3 TOBEPHEHHSIM
IUIATEeXXY; MaxpaicTBO 3 HOBEPHEHHSIM KOLITIB.

Formulation of the problem

Let’s take a look at why fraud prevention is so important
to running a successful and profitable business.

The total cost of fraud to SMBs can vary significantly
depending on the industry, size of the company and
nature of the fraud. However, according to a 2020 study
by the Association of Certified Fraud Investigators
(ACFE), the average loss for small businesses with
fewer than 100 employees was $150.000. This amount
can be devastating for small businesses and even lead
to bankruptcy in extreme cases. Additionally, the cost of
fraud is not limited to actual monetary losses, but can also
include legal fees, reputational damage, and the time and
resources required to investigate fraud and take steps to
prevent future occurrences [3].

In addition to ACFE, the results of the “True Cost of
Fraud” study for e-commerce and retail are also available,
and what they reveal should be of concern to these
companies. This year’s results show a significant increase
in both the value and volume of fraud.

Figure 1 shows that every $1 of fraud now costs US
retailers and e-commerce sellers $3.75, up 19.8 % from the
pre-Covid 2019 study of $3.13. This also represents a 4.2 %
increase from the 2021 survey, which was conducted
during the pandemic [3].
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Fig. 1 — Trends in anti-fraud cost growth
per US dollar earned

As can be seen from the above, fraud prevention is vital
for small and medium-sized businesses.

Analysis of recent research and publications

The interest of scientists is drawn to the study and
systematization of online fraud prevention processes,
several studies have been conducted by fraud experts
conducted by the Association of Certified Fraud Examiners
(ACFE). Research scientists emphasize the growing trend
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of online payment fraud [2]. Researchers of the Anti-Fraud
Research Center, Institute of Criminal Justice Studies, and
the University of Portsmouth scientists Mark Button, Chris
Lewis, and Jack Tapley emphasize the growth of types and
types of fraud, which are aimed at small and medium-sized
enterprises operating online [6]. Researchers from one of
the leading anti-fraud service providers, Sift, emphasize the
importance of fraud prevention and its impact on the costs
of enterprises, both direct and indirect [8], researchers from
Stripe [9], PayPal [10], and “Braintree” [11], devote their
research to increasing the effectiveness of fraud prevention.

Formulation of the goals of the article

The goal of the article is to investigate fraud prevention
methods for small and medium-sized businesses and
e-commerce sellers in the United States.

Presentation of the main research material

There are various fraud types that small and medium-
sized businesses may encounter. They might deal with fraud
committed by their own employees or fraud committed by
so-called “dummy” companies on the outside [6].

The most frequent instances of fraud against small and
medium-sized businesses which accept electronic payments
and offer services or sell goods online will be covered in
this article. Here are a few of the most typical methods con
artists use to target online retailers and suppliers.

Card testing fraud. A fraudster illegally obtains
one or more credit card numbers when participating in
card testing fraud. Scammers typically get hold of these
numbers by either directly stealing them or buying them
from specific websites. In order to avoid drawing too much
attention to themselves, card verification fraud starts with
the smallest purchases. The fraudster will attempt to make
smaller purchases using each card number in order to
determine which ones are valid. The credit card limits for
each card are also determined in part by smaller purchases.
Following the initial testing, fraudsters might start making
more significant purchases. Many merchants are the
victim of card-testing fraud, and by the time they realize
it, the fraudster has probably had time to make several
large purchases.

Account takeover fraud. Fraudsters can access
customer accounts using several different techniques.
Fraudsters can use a variety of strategies, including buying
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stolen passwords and security codes, gathering customer
information online, and using phishing scams.

Fraudsters can change account information, make
purchases, withdraw money (if that function is available),
and access other user accounts once they have control of the
account. Identity theft takes the form of account takeover
fraud. Account takeover fraud victims may never again
trust the provider, and any previous customer relationships
will be damaged, if not destroyed. As a result, one of
the most harmful types of e-commerce fraud is account
takeover fraud.

Figure 2 shows the account capture scheme.

Parcel interception fraud. With parcel interception
fraud, a fraudster uses a stolen credit card to make purchases
from a victim’s online store, but they get around some
security measures by using real addresses for both shipping
and billing. When placing an order, the objective is to stop
the delivery before it gets to the requested address.

Fraudsters can accomplish this using one of
three methods:

1. Stealing the package from the drop-off location if
they know the victim and live nearby;

2. Contacting your company’s customer service
representative to change the shipping address before the
product is ready to ship;

3. Contacting the shipping company independently to
re-route the package to their preferred location.

Chargeback fraud. When a customer makes
a purchase before getting in touch with the credit
card company to cancel it, this practice is known as
“chargeback fraud”. Because it may result from a valid
purchase that the customer is unaware of, chargeback fraud
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is an interesting case. This specific situation is frequently
referred to as “friendly fraud”. However, friendly fraud
hurts e-commerce merchants just as much. Relationships
with clients and customers may suffer as a result. Some con
artists purposefully engage in chargeback fraud by abusing
business policies to obtain items for free while knowing
that the purchase will be reversed to their credit card.

Companies incur significant costs as a result of
chargebacks, including

e Refund payments;

e [ost goods;

e Shipping costs;

e Fines, and administrative costs;

Refund fraud. In refund fraud, a fraudster buys
a product or service using a stolen credit card and then
makes a refund to their credit card. One of the most
common tactics is to inform the merchant that the refund
will need to be processed on a new credit card because the
old one has been closed [7].

Measuring the impact of fraud on enterprise costs.
Entrepreneurs must assess a wide range of factors in order
to determine the overall cost of fraud to a business. The
calculation of direct financial losses as a result of fraud is
one method for estimating the effect of fraud on the cost
of doing business. Chargeback fees lost revenue and the
expense of detecting and stopping fraud are some examples
of this. Businesses can evaluate the success of their fraud
prevention efforts and modify their strategies by tracking
the cost of fraud over time.

Customer Retention Rate: Fraud can lower customer
retention rates by making customers doubt the company.
Businesses can assess whether fraud prevention strategies

Authorization with fictitious or stolen fraudulent IDs
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Fig. 2 — Account take-over scheme
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are successful in preserving customer loyalty and trust by
monitoring customer retention rates over time.

Employee Engagement: Employee involvement is
frequently needed for fraud prevention initiatives, such as fraud
awarenesstrainingandreportingsuspiciousactivity. Businesses
can evaluate the success of these steps in lowering the risk of
fraud by measuring employee engagement and satisfaction.
Fraud can harm a business’s reputation and brand image,
which can result in indirect costs like lost sales and decreased
customer confidence. Businesses can assess the impact
of fraud on their image and reputation and take action to
mitigate any negative effects by tracking brand reputation
and customer sentiment.

Businesses can identify potential fraud risks and ensure
compliance with industry regulations by conducting routine
audits. Companies can evaluate the success of their fraud
prevention efforts and pinpoint areas for development by
tracking audit results over time [8].

Analysis of services and payment systems to prevent
online payment fraud. Here are some examples of
companies that provide fraud prevention solutions that can
integrate with small and medium-sized businesses (SMBs)
and their pricing models.

Stripe offers many fraud prevention tools, including
machine learning algorithms and analysis of buyer behavior.
They have a calculated pricing model that charges 2.9 % +
$0.30 per successful transaction [9].

PayPal offers several fraud prevention tools, including
fraudsters and chargeback protection. They have
a billing pricing model that charges 2.9% + $0.30 per
transaction [10]. Shopify: Shopify offers several fraud
prevention tools, including machine learning algorithms
and order risk analysis. They have a tiered pricing model
with plans starting at $29/month and transaction fees
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ranging from 2.4% + $0.30 to 2.9% + $0.30 depending on
the plan [11]. Braintree: Braintree offers a range of fraud
prevention tools, including machine learning algorithms and
behavioral analysis. They have a calculated pricing model
that charges 2.9 % + $0.30 per successful transaction [12]. It
is important to note that the cost of fraud prevention solutions
can vary significantly depending on the specific needs and
requirements of the business. Additionally, some companies
may offer pricing models based on transaction volume or
other metrics. Before making a decision, SMBs are advised
to evaluate several different fraud prevention companies and
compare prices, features, and integration options.

Conclusion

The conducted research made it possible to reach the
following conclusions. Fraud prevention is a critical issue
for small and medium-sized merchants. The financial
consequences of fraud can be significant, leading to
increased costs and lost profits, as well as damage to
a company’s reputation. SMBs can use a variety of methods
to prevent fraud, including self-education and staff training,
fraud prevention software, advanced authentication
procedures, and partnerships with third-party companies.

By implementing effective fraud prevention measures,
small and medium-sized businesses can protect their
business and customers from financial losses and maintain
the trust of their customers. It is important for small and
medium-sized businesses to constantly evaluate and update
their fraud prevention strategies to stay ahead of new fraud
methods and protect their business.

In addition, with the advancement of technology,
small and medium-sized businesses can use the power of
artificial intelligence and machine learning algorithms to
prevent and predict fraud.
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