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The article considers the content of the main elements of the mechanism of
management of the project «Economic security of the organization». Each
project corresponds to certain mandatory procedures aimed at achieving certain
intermediate goals. The main stages of management of the project «Ensuring the
economic security of enterprise» are defined: Stage 1. Determination of the level of
economic security of the organization. Stage 2. Analysis of threats to the economic
security of the organization. Stage 3. Project planning. Stage 4. Implementation
of countermeasures. Stage 5. Stage control. Stage 6. Mechanism monitoring.
The proposed mechanism for managing the project «Economic security of the
organization» allows to cover all its components and implement them on the basis
of the project approach.

Taking into account the allocated threats to the level of ensuring economic security,
a plan of measures necessary to counteract threats to the economic security of
enterprise at the macro, meso-level and micro-level has been proposed. A matrix
of measures to counter threats to the economic security of enterprise has been
compiled. It is noted that when assessing the threat to economic security, the main
emphasis should be placed on the amount of possible damage and the expected
time of implementation of the threat, the ratio of which characterizes the level of
threat, which takes one of five values: «very high», «high». «mediumy», «low,
«very low». The proposed mechanism for counteracting threats to the economic
security of the organization allows the most efficient use of the financial and time
resources of the organization on the basis of the scenario method, based on the
current level of economic security.
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B crarTi po3mIsHYTO 3MICT OCHOBHUX €IEMEHTIB MEXaHI3MY YIPABIiHHS IPOCKTOM
«ExoHoMiuHa Oesmeka opranizamii». KoXHOMy MpoeKkTy BigNOBIiTarOTh IEBHI
000B’3K0Bi MIPOIIEYPH, CIIPSIMOBaHI Ha JOCATHEHHS NEBHUX MPOMIDKHHX LITCH.
Bu3HaueHO OCHOBHI €Tamy YIPaBIiHHS MPOCKTOM «3a0e3MeYCHHST SKOHOMIYHOT
Oesrexu miAnpuemcTBa»: |1 eran. Bu3HaueHHs pIBHS EKOHOMIYHOI Oe3nexu
opranizauii. 2 eramn. AHaii3 3arpo3 €KOHOMIYHOI Oe3rekn opraHizamii. 3 erar.
[InanyBanHs mpoekty. 4 eran. Peamizamis 3axomiB mportuaii. 5 eram. KoHTpons
craniif. 6 erar. MOHITOPHHT MeXaHi3My.

3amponoHOBaHUIT MexaHi3M ympaBliHHSA mpoekToM «ExoHOMiuHa Oe3meka
oprasizauii» J03BOJISIE€ OXOIMTH yCi il CKIANOBI Ta 3[IMCHUTH 1X peasi3aililo Ha
3acajiax MPOEKTHOTO IiIXOy.

3 ypaxyBaHHSIM BHJIUICHUX 3arpo3 32 piBHEM 3a0e3MeueHHS eKOHOMIYHOI Oe3IeKn
3alIPOTIOHOBAHO IUIAH 3aXOJliB, HEOOXITHHUX JUIA TMPOTHAIL 3arpo3aM eKOHOMIUHIN
Oe3meni miAIprEMCTBAa Ha MAKPOPiBHI, ME30PiBHI Ta MiKPOPIBHI.
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CKIIaIecHO MaTpUII0 3aXOIiB IIOMO TMPOTHIi 3arpo3aM EKOHOMIYHIH Oe3merti
MiOIpUEMCTBA. 3a3HAYEHO, IO TIPH OIHII 3arpo3d EKOHOMIYHOi Oe3meKH
OCHOBHMI aKIeHT Ma€ OyTd 3poOJICHO Ha BEIMYHWHY MOXKIWBOI IIKOAW Ta
OYiKYBaHUI yac peajisallii 3arpo3u, CIIBBIIHOIICHHS SKUX XapaKTePU3ye PiBEHb
3arpo3u, KU MpuiiMae ogHe 3 I’STH 3HAYEHb: «IYXKE BUCOKHI», «BUCOKUI.
«CepenHiiy, KHU3BKUI, «IyKe HU3BKUI.

3anmponoHOBaHUI MEXaHI3M MPOTHJIIT 3arpo3aM EKOHOMIUHIN Oe3meni opraHizarii
JIO3BOJISIE MAKCUMAJIbHO €(EKTHBHO BHKOPHCTOBYBaTH (hiHAHCOBI Ta THMYACOBI
pecypcu opraHizailii Ha OCHOBI CIIEHAPHOTO METO/Y, BUXOASUN 3 TIOTOYHOTO PiBHSA

€KOHOMIYHOI O€3IEKH.

Problem statement

The key elements of financial management are well-de-
veloped long-term financial policy, investment portfolio
management, effective control over the own and borrowed
capital ratio, which assess the financial stability and inde-
pendence of the organization. An important element is
the formation of an effective mechanism for ensuring the
financial security of the enterprise.

Analysis of recent researches and publications

The problem of of an enterprise economic security man-
agement in today’s conditions is more relevant than ever. A
significant number of works of both domestic and foreign
scientists are devoted to the issues of ensuring economic
security. The issue of financial and economic security of
the enterprise and the mechanism for ensuring financial
security were handled by such scientists as: Vasyltsiv T. G.
[1], Ivashchenko O.V. [2] and others. The issue of ensuring
economic security is also considered in the works Kole-
vatova, A.V. [3], Staverska, T.O. & Shevchuk, L.L. [4].
However, only a small number of works are devoted to the
application of the project approach to ensure the economic
security of the enterprise, in particular, the work of [5].

Formulating of objectives

The article is aimed at further development and refine-
ment of ormation of an effective mechanism for ensuring
the financial and economic security of enterprise.

Presentation of the main research material

Countering threats to the economic security of the organ-
ization on the basis of the project approach requires the
purposeful distribution of available resources to improve
economic security in the context of its key determinants
over time. In the process of ensuring economic security,
the management of the organization needs to maintain and
control a large number of continuous processes, provide
them with the necessary resources, taking into account the
economic interests of all business entities.

The key element that connects the various elements
of the organization’s economic security system is a sin-
gle mechanism for countering threats to the organization’s
economic security. The Economic Security Strategy of the
enterprise should analyze the main challenges and threats
to economic security and determine the importance of
uninterrupted operation of the mechanism for managing
economic security:

1. Determination of the deviation of the actual level of
economic security from the target.

2. Identification of threats to economic security.

3. Calculation of scenario variants of the ratio (P/T) —
high budget, short period; average budget; middle period;
low budget, long period. To determine the required amount
of resources and the possibility of optimizing their distri-
bution, it is necessary to determine: what risks the organ-
ization bears for failure to achieve the target level of eco-
nomic security. Based on this assessment, it is possible to
plan a budget for measures to ensure economic security.
Temporal indicators are calculated taking into account the
probability of the threat occurring.

Let’s assume that the actual level of economic security
of the organization is X0, the optimal level is X2. Then the
target level X1 can be represented as the following ine-
quality:

X0<X1 <X2.
U initial target = optimal
Uinilial = Z (Yn inilial)
Utargct =X (Yn targct)

Yn — determinant indicators; T — period (long, medium,
short-term); U — resources (maximum, average, minimum)

4. Drawing up an action plan — Gantt chart three times
(short, medium, long)

5. Solving the optimization problem.

6. Identification of threats to economic security in
accordance with the main determinants.

The main elements of the mechanism management of
the project «Economic Security of Organization» are con-
sidered. The object of management is an economic system
of organization, as it is called by the name of the inter-
nal and internal threats of economic safety. Obviously, if
the economic system is possible, it will become the most
important thing for the economic system, so that the opti-
mal level of economic safety of the organization will be
achieved. This is the name and zoom of the project man-
agement mechanism. As a sub’ekt of the project manage-
ment mechanism, the system of economic safety of the
organization is considered. In case of stagnation of the
project progress to the provision of economic security, the
system will be implemented under the project «Economic
Safety of Organization».

In fact, the subject of the project management mech-
anism is the project team, which includes specialists,
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experts and employees of the organization who have the
appropriate competence to make management decisions in
the field of ensuring the economic security of the organ-
ization. Considering the structure of the mechanism: it
should be noted that each project corresponds to certain
mandatory procedures aimed at achieving certain interme-
diate goals. The target function of our project — ensuring
economic security — can also be decomposed into certain
components. The work of the project team includes six
main stages [3]:

Stage 1. Determination of the level of economic secu-
rity of the organization. For this purpose, at the beginning
of the project, on the basis of international and domestic
research experience of leading economists, taking into
account global trends and average values of indicators in
the industry, the limit values of determinants in the sys-
tem of economic security of the organization at the micro-,
meso- and macro-levels are developed.

Next, it is necessary to calculate the actual values of
threat indicators in accordance with the key determinants
(Yn) and compare them with the optimal ones. With signif-
icant deviations of the actual indicators from the optimum,
some intermediate target values can be set. Achievement
of intermediate results is necessary to bring specific indi-
cators out of the critical level and maintain the stable func-
tioning of the organization.

Stage 2. Analysis of threats to the economic security
of the organization. At this stage, the team analyzes the
full range of potential threats to the organization and ranks
them based on the probability of their implementation,
potential damage, and the moment of attack.

In accordance with the proposed approach to identify-
ing and ranking threats, it becomes possible to respond, first
of all, to the most dangerous threats within the resources
available in the organization.

Stage 3. Project planning. At this stage, in accordance
with the key principles of the project approach, the team
calculates scenario options for the allocation of resources
and time to counter threats and increase the level of eco-
nomic security of the organization. Taking into account the
versatile nature of the emerging threats to the economic
security of the organization and the development of an
appropriate action plan to achieve target and optimal val-
ues of indicators in conditions of limited budget and time,
we will apply the methods of set-theoretic analysis.

Stage 4. Implementation of countermeasures. The team
forms an action plan based on the allocated budget and
project plan. To do this, all activities are distributed on
the Gantt chart. The formation of an action plan is carried
out on the basis of an analysis of potential threats and the
development of management decisions aimed at counter-
ing this threat and improving key indicators that character-
ize the state of security of the organization in the context of
key determinants of economic security.

Stage 5. Stage control. The team solves the problem
of optimizing financial and time resources based on the
method of critical chains. All activities through appropriate
appointments are provided with the necessary resources
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and implemented optimally, apart from delay and down-
time.

It should be noted that measures to counter threats are
implemented not one by one, but in parallel, in the con-
text of key determinants in the presence of free resources,
which ensures the maximum efficiency of the resources
used. At this stage, it is extremely important to have a clear
control of the stages and their boundaries, since the assign-
ment of resources (performers, equipment and material
stocks) depends on them, both in subsequent measures to
counter the same threat, and in paralle]l measures against
other threats.

Stage 6. Mechanism monitoring. At this final stage of
the project management mechanism, the team sums up
the implementation of all activities, assesses the achieve-
ment of targets in the context of key determinants of the
organization’s economic security, and determines the list
of potential threats for the next period.

Upon successful achievement of all targets, the project
is considered to be successfully completed and closed,
and the system of ensuring the economic security of the
organization goes into a state of process activity and is
implemented in the traditional form. If, in the process of
monitoring the project, it is proved that the organization
failed to achieve the required level of economic security,
for example, due to insufficient budget for the previous
period, the project continues its activities in accordance
with the scenario distribution of budget and time. In this
case, the activities that were financed from the budget of
the previous period of the project operation are imple-
mented. Thus, the proposed mechanism for managing the
project «Economic security of the organization» allows to
cover all its components and implement them on the basis
of the project approach.

When identifying threats to the economic security of
the organization, the emphasis is on the timing of the offen-
sive, potential damage and probability; planning is carried
out on the basis of scenario ratios of budget and time allo-
cated for activities; The procedure for implementing meas-
ures is based on the critical path method. The use of the
advantages of the project approach is aimed at increasing
the economic security of the organization. Taking into
account the identified threats in terms of the level of ensur-
ing economic security, we will form a plan of measures
necessary for counteraction (Tab. 1-3).

Studies show that in order to neutralize threats to the
economic security of an enterprise, it is necessary to imple-
ment the following main measures: diversification of sales
channels (M1); capital investments, fixed assets (M2);
capital investments in infrastructure (M3); monitoring of
legislation (M4); ensuring the required level of solvency
(M5); increase in wage costs (M6); increasing the cost of
information protection (M7); increase in spending on edu-
cation (M8); increase in advertising costs (M9); increase
in R&D costs (M10); attraction of investments (M11);
sales growth through existing distribution channels (M12);
reduction of production costs (M13); increase in produc-
tion volumes (M14).
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Table 1 — Measures to counteract threats to the economic security of the enterprise at the micro level

Indicator

Threats

Measures

Current liquidity ratio
Total solvency ratio
Return on sales, %

Untimely fulfillment of financial

obligations;

Reduced return on sales.

— Ensuring the required level of
solvency;
— Reducing the cost of production

Depreciation coefficient of fixed assets
decrease in production efficiency;
Return on assets, UAH / UAH Growth rate of

the average annual cost of fixed assets, %

Decrease in Product quality

— Capital investments in fixed assets

Growth rate of required expenditures for

information protection, %

Coefficient of information armament,
% Coeflicient of information protection, %

Incurring losses as a result of

information leakage;

Decrease in competitiveness

— Increased costs for information
protection

Growth rate of the average wage, %
Staff turnover, %
Share of employees with higher education, %

Decrease in production efficiency;
Decrease in product quality;
Untimely fulfillment of obligations;
Decrease in competitiveness

— Increase in wage costs; Increased
spending on education

Level of provision of the organization's

resources, %

Growth rate of material efficiency, %
Growth rate of personnel profitability, %

Decrease in production efficiency;
Decrease in product quality;
Untimely fulfillment of obligations;
Decrease in competitiveness

— Increase in the cost of resource
provision;
— Increased spending on education

Capital investment growth rate, %

Decrease in production growth rates

— Capital investments in fixed assets

— Investment ratio;
— Investment Activity Ratio

— Growth rate of environmental protection costs, %; | —
— Growth rate of industrial safety costs, %;
— Growth rate of labor protection costs, %.

Penalties for violation of the law and
expenses for the elimination of damages

— Capital investments in
infrastructure (ecology, labor
protection)

— Growth rate of employee education costs, %; -
— Share of employees with more than 5 years of |-
experience, %; -
— Share of employees with specialized higher
education, %

Decrease in production efficiency; -
Decrease in product quality; -
Decrease in competitiveness -

Increased spending on education;
Increased advertising costs;
Diversification of sales channels

— Growth rate of advertising costs, % -
— Dependence on a specific sales channel, %; -
— Sales growth rate for existing sales channels, % |—

Decrease in competitiveness; -
Loss of sales markets;
Decreased return on sales

Increase in production volumes

Table 2 — Measures to counteract threats to the economic security of the enterprise at the meso level

Indicator Threats Measures
— The ratio of return on sales to the average profitability in the — Decrease in competitiveness; |— Attracting
industry, %; Slowdown in production growth |investments

— The growth rate of the organization's share in the industry, %.

— Growth rate of local market coverage, %
— Decrease in competitiveness;

— Decrease in production
growth rates

— Sales growth through
existing distribution

— Sales growth rate to regional customers, % channels
— Sales growth rate to foreign customers, %
We will combine threats and measures into general Conclusions

blocks for further detailing the action plan and highlighting
the work. The results are presented in Table 4.

When assessing the threat to economic security, the
main emphasis should be placed on the amount of possible
damage (P) and the expected time of implementation of
the threat (T), the ratio of which characterizes the level of
threat. Depending on the numerical values of the points
of the P and T parameters, the threat level takes one of
five values: «very high» (VH), «high»(H). «medium»(M),
«low»(L), «very low»(VL). (Table 5).

The proposed mechanism for counteracting threats
to the economic security of the organization allows the
most efficient use of the organization’s financial and time
resources on the basis of the scenario method, based
on the current level of economic security, as well as to
increase the efficiency of personnel management through
the use of the critical path method, the use of buffer zones
and the elimination of negative aspects of traditional
management.
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Table 3 — Measures to counteract threats to the economic security of the enterprise at the macro level

Indicator

Threats Measures

— Growth rate of oil and gas exports, %
— Growth rate of investments in production, %
— Growth rate of product prices, %

— Decrease in competitiveness,
— decrease in production growth rates

— Increasing the scale of
production;

— Reducing the cost of
production

— Annual inflation rate, % (INF);

to the dollar, %;
— Index of prices,%

— Decrease in sales revenue; Decrease in
— Growth rate of the average hryvnia exchange rate | return on sales

channels;
— Reducing the cost of
production

to the average salary in the industry, times;
— Employment rate, %;
— Staff turnover in the industry, %

— The ratio of the average salary in the organization |— Decrease in the provision of the
organization with human resources

— Increase in payroll costs

— Share of R&D expenditures in GDP, %;
— Growth rate of expenditures on technological
innovations, %

— Decrease in competitiveness

assets;
— Increased R&D costs

— Growth rate of the tax burden, %
— Refinancing rate, %

— Decrease in sales revenue Decrease in
return on sales;

— Decrease in the availability of credit
resources

— Reduction in the cost of production

— Attracting investments

Table 4 — Measures to counteract threats to the economic security of the enterprise

Threats

Measures

1. Incurring losses as a result of information leakage

Increased costs for information protection

2. Decreased competitiveness

Increased costs for information protection

Increased spending on education

Increase in advertising costs

Sales growth through existing distribution channels

Increase in production volumes

Reducing the cost of production

3. Decrease in sales revenue

Sales growth through existing distribution channels

Reducing the cost of production

4. 3HmKeHHs1 peHTa0eIbHOCT] NPOAAXIB

Reducing the cost of production

Increase in advertising costs

Diversification of sales channels

Increase in production volumes

Sales growth through existing distribution channels

5. Slowdown in production growth

Capital investments in fixed assets

Sales growth through existing distribution channels

Reducing the cost of production

Scaling up production

6. Failure to meet financial obligations on time

Ensuring the necessary level of solvency

7. Failure to fulfill obligations in a timely manner

Increased spending on education

Increase in wage costs;

8. Decrease in production efficiency a

Increase in wage costs;

Increased spending on education

9. Decrease in the provision of the organization with human
resources

Capital Investments Fixed Assets

Increase in wage costs

10. Brpara puHKiB 30yTYy

Diversification of sales markets,

Increased R&D costs

11. Decrease in the availability of credit resources

Capital Investments Fixed Assets

Monitoring of legislation,

12. Penalties for violation of the law and expenses for the
elimination of damages

Capital investment in infrastructure

Capital investments in fixed assets

Increase in wage costs;
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— Attraction of investments;

— Sales growth with existing

— Capital investments in fixed
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Table 5 — PRT — matrix of threats to the economic security of the enterprise

ISSN Print 2786-5150
ISSN Online 2786-5169

Ne Threats Da(nl:;‘ ge Time (T) {T;f;t Opportunity (R)
Ul | Damage due to information leakage 1 1 VH 1
U2 | Decrease in competitiveness 1 1 VH 1
U3 | Decrease in sales revenue 1 1 VH 2
U4 | Decreased return on sales 1 2 H 2
US | Decrease in production growth rates 1 2 H 2
U6 | Late fulfillment of financial obligations 3 1 M 2
U7 |Late fulfillment of financial obligations 3 1 M 2
U8 | 3umxeHHs e(heKTUBHOCTI BUPOOHHIITBA 2 2 M 2
U9 (]?reg(;rsiaziliii;lnthe provision of human resources to the 2 2 M 5
U10 |Loss of markets 1 3 M 3
Ull |Decrease in the availability of credit resources 3 3 L 2
Ul2 ePﬁnmailrtliaet?Ot;cl)rO }/i((l);?g:;ré ;)f the law and expenses for the 3 3 VL 3
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