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Global digitalization encourages all spheres to introduce new, sometimes even
previously unseen, technologies. Thus, the banking sector was faced with the
possibility of transition to a new stage with the introduction of unprecedented openness
of financial data of all users — the so-called open banking system. World banking in
terms of modernity may need to expand its capabilities and improve the very concept
of conducting any financial transactions. In the world of technology, sooner or later it
will be necessary to revise the existing views on how this or that field should function.
The concept of open banking offers its version of simplifying the use of operations
related to money and improving communication between the client and the provider of
financial services. The article examines the concept of open banking and its influence,
the advantages of this concept, analyzes research on the topic of its popularization
and real experience of exploitation around the world. Many countries have already
begun to implement the principle of openness of financial data, and some are already
actively using the privileges of this concept, despite the shortcomings, which will
also be discussed in this article. The expediency of the transition to open banking is
the main question facing the governments of countries thinking about updating their
banking systems. The article also provides statistical data from various sources to
support some points of view and to understand the overall picture. Attention is also
paid to the objective opportunities that open banking can potentially open, and to the
biggest concerns of consumers related to the openness of financial data.
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CaiTOBa JIiDKHUTANI3ALlSI CIIOHYKAE BCi CepH O BIPOBAHKEHHSI HOBUX, 1HO/I HaBITh
Joci HebaueHnx TexHosorid. Tak i GaHKiBcbka cdepa 3ITKHYNach i3 MOXKIMBICTIO
Tepexofy Ha HOBMH €Tall i3 3alpoBa/PKEHHSIM HEYyBaHOI BIIKPUTOCTI (hiHAHCOBUX
JTAHNX BCIiX KOPHCTYBa4iB — TaK 3BaHOI cucteMu open banking. CBiToBHI GaHKIHT
y po3pi3i cydacHOCTI Moke NOTpeOyBaTH PpO3MIMPEHHS CBOIX MOKIMBOCTEH
1 BIOCKOHAJICHHSI CaMOi KOHIIEMIii MPOBECHHS Oylb-sIKUX (PiHAHCOBHX OIEpALliid.
Y CBIiTI TEXHOJOTI# paHO YK Mi3HO MOTPIOHO Oyne MeperIaaaTy ICHYIOUl TOMIAAN Ha
Te, K Mae (yHKIIOHyBaTH Ta 4M iHIIa cdepa. Konnenuist open banking mporonye
CBIll BapiaHT CHpPOIIEHHS Yy KOPUCTYBaHHI OIepallil, MOoB’s3aHUX i3 rpommma, Ta
BIOCKOHAJICHHS KOMYHIKaITii MK KITIEHTOM 1 HafiaBaueM (piHaHCOBHX IOCIYT. Y CTarTi
PO3IISIHYTO TIOHSTTA BiAKPUTOro OaHKIHTY 1 HOro BIDIMB, TIEpeBard ITi€i KOHIIETIil,
MPOAHAI30BAHO JIOCIIDKEHHS HAa TeMy ii MOIMyJspu3amii i peajbHOro IOCBiTy
eKCILTyaralii o BchboMy cBiTy. bararo kpaiH Bke MicTynmuiucs 10 BIPOBAKEHHS
MIPUHLIMITY BIZIKPUTOCTI (hiHAHCOBHX J@HMX, a JIESKI BKE aKTHBHO BUKOPHUCTOBYIOThH
NPHBLIET Takol KOHLETI], He3BaXKaroun Ha HEMOMIKH, PO SIKi TakoK Oyne HTH MoBa
y maHiii crarti. Came JONUTFHICTE IEPEXOTy Ha open banking € TOIOBHAM ITATaHHSM, STKE
THOCTa€ Mepe]] ypsiaMy KpaiH, 10 3aMUCITIOIOTHCS PO OHOBJICHHSI CBOIX OaHKIBCHKHX
cHCTeM. Y CTaTTi TaKoXX HAaBEJCHO CTATHCTUYHI JaHI Pi3HUX DKeped I MiAIpyHTS
JESKHMX TOYOK 30pY 1 IS YCBIZJOMIICHHS 3arajlbHOi KapTHHH. 3BEPHEHO TAKOX yBary
Ha 00’ €KTHBHI MOMUIMBOCTI, SIKi TOTCHIIIHO 3MOXe Bifkputu open banking, i Ha
HaHOLIbIII 3aHETIOKOEHHS CII0)KUBAYIB, TTOB’5I3aHi 13 BIAKPUTICTIO (piHAHCOBHX JJAHUX.
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Statement of the problem

Rapid changes caused by the constant growth of
consumer demand for financial services, digitalization and
intense competition reflect the current level of business
development around the world. The global banking system
was affected by the coronavirus pandemic, and the Ukrainian
banking system was also affected by the Russian attack,
reducing, in particular, the number of banks and branches,
their hours of operation, the list of operations, and also
forcing them to close during air raids for security reasons.
Thus, the issue of digital transformation of banking arises —
and there is already a solution to this issue in the world,
which takes online banking to a new level — open banking.

Analysis of recent studies and publications

Scientists such as I.Yu. Tarasov, G.V. Markiv, and
0O.V. Tkachenko made an unequivocal great contribution
in their works to the issue of the introduction of the
open banking system in Ukraine. K. Bunechko
and N.G. Omelchuk also studied the advantages and
disadvantages of open banking.

In light of recent events, global banking is facing some
difficulties that can be overcome with the help of the new
open banking system, which claims to be the first in the
banking sector. Therefore, the study of the meaning of
implementation, possibilities, advantages and prospects of
using the system requires further analysis.

Objectives of the article

The main goal of the article is to determine the
expediency of orienting the banking sector as a whole to
the new concept of open banking services.

The main material of the research

Financial market players are pushing traditional banks
to give customers ownership of data instead of keeping it
in-house. These pressures vary by country or region and
may come from authorities (e. g. EU and UK) and in other
cases from customers (US). Whatever the reason, the
end result is almost always open data. It helps banks and
financial companies find new markets for their products
and services.

In open banking, banks make their application
programming interfaces (APIs) available to different
companies, giving them access to the financial data they
need to create new products and services. This approach
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provides bank account holders with more financial
alternatives. The advantage of the innovative method for
the client is that it avoids organizational and bureaucratic
red tape. Customers must give their bank and other
financial service providers permission to share their
account information with open banking platforms.

According to the results of an insider business study by the
company “Penser” —a specialized consulting firm specializing
in the payment industry and financial technologies, the
planned expectations by 2026 are approximately 39 million
open banking customers worldwide and a market value of
395 billion USD (fig. 1) [1].

Open banking contributes to the growth of competition
in the banking industry, namely:

— the development of digital banking around the world
and forces banks to change their operational strategies;

— cooperation with fintech companies and third parties,
not competition with them;

— creation by fintech companies of better tools for
managing personal money;

— improving the services of conventional operators
and their cooperation with external groups.

For example, the famous Spanish international bank
“BBVA” created its open platform in 2018. It uses APIs
to allow third parties to provide financial products to
customers without offering a full range of banking services.

An API is a set of codes and protocols that define how
different software components should communicate with
each other; in other words, they provide communication
between different programs. Through open banking,
commands are sent to third-party providers via an APL

APIs are also required for Banking-as-a-Service (BaaS),
an important aspect of open banking. BaaS is a complete
procedure that uses APIs to connect fintech companies and
other companies directly to banking systems.

As aresult of the UK’s new open banking rules, HSBC,
an international commercial bank, introduced the Connected
Money app in May 2018, which allows customers to view
multiple bank accounts, loans, mortgages and credit cards
in one place.

It is important to remember that open banking can help
banks reach more customers, develop revenue-sharing
ecosystems where designated operators provide their
customers with access to services provided by third parties
in exchange for a subscription fee or referral fee. Moreover,
by using BaaS and offering core services to fintech
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Fig. 1 — Open banking market size and its projected level
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companies and other third parties, banks can commercialize
their infrastructure through open banking [2].

The use of open banking is growing worldwide
(table 1), although many countries are developing their
own approaches that take into account regional markets and
policy objectives. However, they often fall into one of two
categories: market driven and government driven; mixed
regulation is less common. In markets where open data
legislation is new, the experience of early adopters is used.

We will analyze the strengths and weaknesses of open
banking.

1. Centralized services: open banking allows banks
to fully control the financial services that consumers
need (such as advice, loans, transfers and financing) from
a single dashboard. Customers with multiple bank accounts
can access all their accounts and make payments using
a single TPP, eliminating the need to log in with different
security protocols or screen scans.

2. High level of security: open banking requires that
these open APIs that expose sensitive data meet a number of
security criteria established by law or industry regulations.
“OAuth 2.0” and “OpenID Connect” (OIDC), which are
already in use in the security area, are two examples of
steps taken to improve the security of APIs and customer
data in the context of PSD2.

3. Improved customer experience: Virtually every
element of banking and finance can be changed with open
banking. One of the key benefits of these developments
is the Customer Experience, as open banking allows
consumers to interact with their bank seamlessly, regardless
of their chosen TPP program.

4. Stakeholders can learn more about financial
data through open banking and open APIs, ultimately
empowering banking consumers.
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5. A simplified procedure for obtaining a loan with
open banking: you can provide your data and lenders will
find the most favorable offers themselves. Also, the loan
procedure itself will become much simpler: paperwork will
be minimized because data collection will take minutes, as
they are publicly available. New payment methods may
also appear.

6. Access to a variety of financial products will become
much easier.

These arguments are closely related to the possibilities
they can open up. We will analyze information from the
research of the company “Celent” — a leading research
and consulting company specializing in technologies for
financial institutions around the world, and formulate
possible steps and strategies (table 2) [4].

Let’s analyze the weaknesses of open banking.

1. Accessibility: A recent study by “Chase” bank,
a digital bank owned by American banking giant
J.P. Morgan, showed that only young people use mobile
banking applications most often. You can trace the
dependence of consumers on banking innovations by
looking at the generational table called “Digital Banking
Attitudes Study”, compiled by the independent company
“Select”, which surveyed customers of the bank “Chase”
and people who are not its customers, but the data are very
similar and averaged two answers (table 3).

We see that Millennials and Gen Z use mobile banking
apps most frequently for various transactions (for budgeting,
checking credit scores, and creating savings goals),
meaning that using open banking will be more difficult for
older generations. In addition, some customers do not have
access to the Internet and are unable to connect to it.

Polish researchers Michal Polasik and Radoslaw
Kotkowski in their work “Acceptance of open banking

Table 1 — Distribution of the integration of the open banking system among the countries of the world

Regulation
Regulatory driven Market driven Hybrid driven
In working condition In development In working condition In development In working condition
Australia Argentina South Africa Colombia
Azerbaijan Georgia South Korea
Angola Egypt Singapore
Bahrain Indonesia USA
Brazil Vopaanis Switzerland
UK Kazakhstan
Hong Kong Canada
EU Kenya
Israel Kuwait
India Oman
Qatar Russia
Malaysia Ukraine
Mexico Philippines
Nigeria Chile
New Zealand
United Arab Emirates
Saudi Arabia
Taiwan
Turkey
Japan

Source: created by the author based on [3]
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Table 2 — Overview of the possibilities of implementing the open banking system today and in the future

In the future

Now
Income Verification: credit | release of credit card applications Automated account enabhng blumg V1.51b111ty.and
S . M automation, including variable
applications that support open banking. management totals
. account balance, account . transfer of products for new bank
Account Aggregation . . . . Bank change service .
information, transaction history. customers, debiting, etc.
External credit card the ability to enable balance- tagglr‘l‘g exper{ses”as they occur
based payments and payment Tax deferral and “packaging” them at tax
management . .
automation. time.
2 . . a single list of future expenses in Personalized product al?d service
5 Combined list . . recommendations based on
consolidated accounts. recommendations
é customer data.
é Single account and a umﬁ ed hSt. of re01p1ents,. Unified “financial health” . conv§rsat10nal ﬁnanc?al .
o avment details a gonsolldate(_l l}s_t of transactions coaching 1nf0rmat1_0n ba}sed on artificial
L pay with the possibility of searching. intelligence.
Open t.’a‘ﬂ?m% enabled release of credit card applications View-only account ability to share view-only
application: credit . e
. that support open banking. sharing accounts.
applications
Faster and casicr exchar}ge of data to verify the
. required personal data and
connection .
requirements.
Unification of public with PFM and budgeting enabled,
finance management you can view all customers'
(PFM) and budgeting spends.
Access permission for an | controlled access to financial data . transfehrrmg.data (for example,
. oy Bank change service transaction history) from another
accounting specialist (for example, for an accountant). bank
@ Markine busi -
E Simple integration of the | easy integration of financial data Basic tax packaging of f arking u511n €8S CXpenses
S accounting package with accounting packages private entrepreneurs rom personal accounts a_nd
2 ) “packaging” them for tax time.
8 Anticipation of business | responding with individual offers Unified financial . .
B~ . . review of all expenses in banks.
needs of services and products. management of business
Faster and easier helping business customers to use
adaptation*® open banking (e. g. for KYC).

Note: * — depends on external data that will become available in the future.

Table 3 — Consumer activity in the mobile banking program by generation

Generation Total Generation Z Millennials Generation X Boomers
(1995-2012) (1980-1994) (1965-1979) (1946-1964)

View account balances 86,5% 86% 89,5% 86,5% 78%

View account statements 68% 62% 73,5% 67% 61,5%
Money transfer between bank accounts 64% 65,5% 71,5% 60,5% 50%

Deposit checks 59,5% 58% 66% 54% 53,5%

Payment of bills (e. g. in institutions) 49% 45,5% 53% 50% 40,5%
Credit rating check 32% 28,5% 56,5% 30% 20%

Use peer-to-peer payments 24% 20% 31% 21,5% 14,5%

Use the online chat to ask a question 16,5% 18% 27,5% 13% 12,5%
Budget creation and tracking 13,5% 25% 17,5% 9% 4%
View a forecast of monthly expenses 13% 17% 18% 9,5% 4,5%
Create a savings goal and track progress 12% 21,5% 18% 5,5% 2%
Open a new bank account 9,5% 11,5% 12% 7% 5,5%

Source: created by the author based on [3]

services among consumers in Europe: the role of privacy,
trust and accessibility of digital finance” also investigated
that it is young people who have a more positive attitude

towards open banking [5].

2. Weakening of the bank-customer bond: There are
fewer face-to-face meetings between the consumer and the
bank as everything is handled online, which can lead to

relationship termination.
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3. Low customer trust: security, confidentiality and use

of personal information,

hacker attacks, system failures,

problems with the Internet (fig. 2).

According to a “Deloitte” study [6], the possibility of
personal data theft and data misuse are the two features of
open banking that most worry respondents (69 % and 60 %,
respectively). At the same time, financial problems, such as
losing money, are considered quite low (41 %).
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Based on the arguments regarding the strong popularity
of open banking around the world, the possibilities and
future more customer-oriented implementation, as well as
the conscious understanding of the reliability and security
of the concept of open banking, the implementation of the
open banking system is promising, despite the existence of
obstacles and negative moments. We consider it expedient
to focus attention on the following points:

— increased attention to the development of data
security, which is the main obstacle to the popularization
of open banking;

— the age category of consumers (initially, these are people
who have been using online banking for a long time, and then
pay attention to the expansion of other groups of consumers);

— popularizing the idea of ownership (or joint
ownership) by customers of their financial data, for
example, by giving customers a sense of “control”, a clear
function of consent to data sharing combined with a simple
method of canceling consent;

— concentration on open banking services, including
tools for improving the financial condition, as well as
complex financial indicators (fig. 3);

Identity theft
Use of data for purposes other than those for which

I provided access

Sharing data with other parties without consent
Everyone's access to my financial information
Targeting unwanted offers

Not knowing who to turn to if something happens
Loss of funds

Making decisions based on unreliable data

Payment error
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— working with regulators to promote API industry
standards and ensure regulatory compliance that protects
customer privacy or data security without hindering the
advancement of open banking’s market strategy.

Conclusions

So, the possibility of introducing the open banking
method, which is new for the modern banking system,
has quite significant advantages and ways of transitioning
to a new, more open and competitive situation on the
market. However, consumers have some doubts about the
feasibility of implementing the concept of open banking,
considering a number of risks.

But the open banking system is innovative, and its
implementation in the modern market will provide an
opportunity to create a new competitive environment,
bring new functionality and convenience to the list
of banking sector services. The scientific validity and
objective positive assessment of innovations, supported
by the experience of dozens of countries around the
world, make them part of the undeniable progress of
human development.

69%

Fig. 2 — The biggest concerns of consumers interviewed in different countries regarding the concept of open banking
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* Finding the best places to eat, drink, shop, visit, and more

* Better transparency and control of customer finances from
all accounts

* The ability to do banking anywhere and anytime

* Ability to see your «bank rewards» and loyalty

* Careful monitoring of client funds and prevention of fraud
* Ability to offer methods for storing clients' money

* Relieving clients of money-related problems

Fig. 3 — Methods of improving the financial life of open banking clients
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