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The article examines and analyzes the views of domestic and foreign scientists
regarding the essence of the concept of “financial security” and “economic crime”.
It is established that financial and economic security is the basis for many spheres
in the middle of every country. It was determined that today there are quite a lot
of threats to financial and economic security in Ukraine: rising inflation, shadow
economy, rising unemployment, corruption, high level of public debt, reduction
of gross accumulation of fixed capital and many other factors that should be
investigated. Investigating the impact of economic crimes in Ukraine, in relation
to other criteria, it was established that this indicator is only 6 %, but the losses
from them exceed billions of hryvnias annually. If we talk specifically about the
results of the Ukrainian economy, then according to data, 51 % of Ukrainian
organizations have become victims of economic crime. It was determined that,
in addition to economic crimes, the financial and economic security of the state
and other spheres of life are negatively affected by corruption. Corruption in
social, political, legal and economic aspects is considered. It was established
that another threat to the national interests and national security of Ukraine in
the economic sphere is the “shadow economy”. It has been proven that there is
no reliable and one hundred percent means of combating the shadow economy,
because even the “legalization of shadow relations” with the help of amnesty and
other steps at the level of declarative slogans will lead to the deepening of the
crisis, the development of the shadow economy and, ultimately, the self-isolation
of Ukraine. This is primarily related to the imperfection of the accounting and
reporting system, the lack of stable and balanced legislation that would control
financial and economic relations. It was determined that one of the threats to
financial and economic security is unfair competition and the level of public
debt. It is noted that for the stable development of the country, a low level of
state indebtedness is a guarantee of stabilization of the situation in the economy.
Using statistical methods, the level of the shadow economy in Ukraine and the
rate of increase / decrease in the level of real GDP were analyzed; the shadow
share of various sectors of the economy in GDP, as well as the total foreign
and guaranteed debt of Ukraine, which is almost twice as much in 2020 as in
2009. It has been established that financial and economic security is the basis for
sustainable development of the country.
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Jiep>kaBHUN Oopr

VY crarTi TOCTiKEHO Ta MPOaHATI30BaHO MONIIAN BITYU3HIHUX Ta 3apyOiKHUX
HAyKOBIIIB IIOJI0 CYTHOCTI MOHATTA «(iHaHCOBa Oe3reKa» Ta «EKOHOMIYHA 3I10-
YHHHICTHY. BcTaHOBIEHO, 110 (hiHAHCOBO-CKOHOMIUHA Oe3reka € OCHOBOIO IS
Oaratbox cep B cepeauHi KoXKHOT KpaiHu. BusHadyeHo, 110 Ha cboroHi B YKpaiHi
ICHy€ OCUTB 0araro 3arpo3 (piHaHCOBO-EKOHOMIUHOT Oe3MeKH: 3pOCTaHHs 1H(IIs-
11, TIHPOBA EKOHOMIKa, 3pOCTaHHs OC3pOOITTS, KOPYIIIisi, BACOKUAN PIBCHBb ACp-
JKaBHOTO OOpry, 3MCHILCHHS BaJOBOIO HAIPOMA/PKCHHS OCHOBHOIO KaIliTaly
Ta 0araro iHIMWX YHHHHKIB, SKi CIIA JOCTIPKYBaTh. JOCTIHKYIOYH BIUTUB €KO-
HOMIYHHUX 3JI0YMHIB B YKpaiHi, Y BIAHONICHH] 3 IHIIUMH KPUTEPiSIMH, BCTAHOB-
JICHO, 110 JIaHUH MMOKA3HUK CTAHOBHUTS JiHie 6 %, MpoTe 30MTKH BiJl HUX LIOPIYHO
HEPEBUIIYIOTh MUIbSPJH I'PUBEHB. SIKIO TOBOPUTH KOHKPETHO PO PE3YJIBTAaTH
YKpaiHCHKOT EKOHOMIKH, TO 3a TaHuMHU 51 % yKpalHCBKI opraHizawii cranmm xep-
TBaMH CKOHOMIYHOTO 3JI0YMHY. BH3Ha4eHO, [0 KPiM EKOHOMIYHHX 3JIOYMHIB Ha
(hiHaHCOBO-EKOHOMIYHY O€3IIeKyY JIepyKaBH Ta iHIII CEepH KUTTEXISLTEHOCTI BIDIH-
Ba€ HETaTWBHO BIUIMBA€E KOPYMIis. PO3IISHYTO KOPYMIIiIO B COLIaIFHOMY, ITOJi-
THYHOMY, IIPABOBOMY Ta EKOHOMIYHOMY aclieKTax. BcTaHoBIIEHO, 11O 11 O/HI€I0 13
3arpo3 HalllOHAJILHUM IHTEpecaM i HalllOHAIBHIN Oe3meli YKpailHi B eKOHOMIYHIN
cepi € «TIHBOBA CKOHOMiKa». JIOBEIEHO, 1[0 HEMAE BiPOTiTHOTO Ta CTOBIJICOTKO-
BOTO 3ac0o0y Uit OOpOTHOM 3 TIHFOBOKO €KOHOMIKOFO, aJIKE HABITh «JIeTajIi3amis
TIHBOBHX BiJIHOCHH» 32 JOTIOMOTOIO aMHICTIl Ta 1HIIIX KPOKiB Ha PiBHI AeKapa-
THBHHX racell NPU3BeAyTh 10 MONIHOICHHS KPU3H, PO3BUTKY TIHBOBOT €KOHOMIKH
Ta 3PEIITOI — camoi3oisiiii Ykpainu. Ile mepin 3a Bce Mae 3B’S130K 3 HEIOCKO-
HaJICTIO CHCTeMH OOJIIKY Ta 3BITHOCTI, Opak cTabLIbHO 1 30a1aHCOBAHOTO 3aKO-
HOJIaBCTBA, sIKe O KOHTPOIIOBAIO (DiIHAHCOBO-€KOHOMIYHI BiTHOCHHY. Bu3HaueHo,
0 ONHIEI0 3 3arpo3 (PiHAHCOBO-EKOHOMIUHOI OS3MEeKH € TaKoK HeT0OPOCOBICHA
KOHKYPCHIIiS Ta PiBEHb Jep>KaBHOTO OOpry. 3a3Ha4yeHo, 10 I CTabiIbHOTO PO3-
BUTKY KpaiHW € HU3BKHUH PiBEHb 3a00prOBaHOCTI JACPKaBH, a/DKE IIe € TapaHTOM
crabimizanii cutyauii B €KOHOMIlll. BUKOPUCTOBYIOYM METOIM CTaTHCTUKH, TPO-
aHaJI30BaHO PIBEHb TIHHOBOT EKOHOMIKU B YKpaiHi i TEMIH MPUPOCTY/3HUKEHHSI
piBHs peasbHOTO BBIT; TIHBOBY UacTKy pi3HHX raiy3eii ekonomiku y BBII a Takoxk
3araJbHUH 30BHIIIHIN Ta rapaHTOBaHMI O0pr YKpaiHu, SKUi Maiike BIBiui OlbIe
y 2020 poui axixk y 2009 pomi. BctanoBneHo, mo ¢giHaHCOBO-eKOHOMITHA Oe3meKa
€ 063010 JUIS CTAJIOTO PO3BHUTKY KpaiHH.

Statement of the problem

In modern Ukraine, there are a number of problems

the financial sector and the general economic situation
in the country. Despite some progress in reforming the
financial sector and fighting corruption, there are a number

in the economic sphere, which have intensified against
the background of the war. For many years, professors
and specialists in the economic field have been collecting
information and statistical data to highlight and analyze the
cause of the country's financial and economic instability.
After all, financial and economic security is primarily
a reliable foundation for the future of an economically
powerful state. Ukraine aspires not only to become strong
in the economy, but also to ensure the well-being and
social development of its citizens. However, this task is
complicated by a number of factors, including excessive
dependence on external financing, low trust in financial
institutions, economic instability, corruption, inflation,
war and other economic and political factors affecting

of pressing problems that require attention and quick
solutions. The first stage of overcoming the problem is
the identification of existing problems by the authorities
and citizens. Next, the economic sector of Ukraine needs
constant analysis, attention and appropriate actions.

Analysis of recent studies and publications

Research in the field of financial and economic
security was carried out by such scientists as:
VM. Geets, R.S. Papekhin, I.A. Blank, M.Yu. Pogosova,
M.K. Mamardashvili, T.U. Schultz, R.A.Podlasa and
others. The listed scientists studied the issue of threats
to Ukraine's financial security, analyzed the causes and
consequences of these threats, and put forward their own
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ideas for solving existing problems. [.A. Blank gave a
detailed definition of the concept of “financial security”,
M.K. Mamardashvili claims that economic crime can
be considered as a kind of “fixed point of intensity”,
T.U. Schultz analyzed and formed his own vision of the
concept of “economic crime”, which can help in the fight
against it in our country, and V.M. Geets, R.S. Papekhin.
M.Yu. Pogosova and R.A. Podlas analyzed the situation
of financial and economic security in Ukraine, gave their
conclusions about it, which set the pace for deepening the
study of this problem. The understanding of economic
security and a number of threats in the economic sphere is
based on their research and results.

Objectives of the article

The main task of the article is to analyze and understand
the issues of financial and economic security and threats
to the state's economy, to determine the need to fight and
protect financial and economic security in Ukraine.

The main material of the research

Professor 1.O. Blank believes that “financial security
is a quantitatively and qualitatively determined level
of financial condition that provides stable protection of
priority balanced financial interests from identified real
and potential threats of an internal and external nature,
the parameters of which are determined on the basis of
financial philosophy and create the necessary prerequisites
for financial support of sustainable development in the
current and prospective period”. Based on such a broad and
complete definition, one can come to the conclusion that
financial and economic security is the basis for many areas
in the middle of each country, because the stability of the
currency, the level of the risk of inflation, a sharp increase
in fuel prices and many other areas depend on the financial
and economic security of the country . However, it is
impossible to preserve the “ideal” state of the economy, due
to constant threats and problems that have a negative and
very strong impact on the level of security of the state [5].

Threats to financial and economic security should
be considered all actions that negatively affect the
development of the country's economy, complicate or
even make impossible the realization of national interests,
as well as create a direct danger to the socio-economic
and/or political system, national values or livelihoods of
the entire nation and individual. Today, there are quite a lot
of threats to financial and economic security in Ukraine:
rising inflation, shadow economy, rising unemployment,
corruption, high level of public debt, reduction of the gross
accumulation of fixed capital and many other factors that
should be investigated.

The first category of threats is the much-talked-
about “economic crime”. In general, the concept of
“economic crime” currently does not exist in the legal
field, but it is very often used by scientists and analysts
in the field of economics. M. Mamardashvili believes that
economic crime can be considered as a kind of “fixed
point of intensity”, i.e. as a phenomenon, the content of
which has not been fully clarified and cannot be fully
clarified, but knowing it is an important incentive for the
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continuous search for new content [6]. The founder of the
theory of economic crime is the American criminologist
E. Sutherland, who introduced the concept of “white-
collar” crime: “this is anti-social, enrichment-oriented
behavior of persons who occupy a socially prestigious
position in society and, within the framework of their
professional activity, act in such a way that, while
simultaneously obeying the law the rest of the people,
abuse the public trust enjoyed by their group”. Crimes of
an economic orientation differ from others in their rapid
adaptation to new conditions and forms of business activity
and mastery of banking and customs currency technologies.
According to the Constitution of Ukraine since 1996, the
main principles of the new economic system were formed,
according to which all forms of ownership are protected
by the state and competition is supported in the state and
international markets. But the transition of our country
to a new economic system led to a crisis in all spheres of
life, due to which increasingly large-scale economic crime
began to appear. However, this definition was immediately
criticized by other scientists, led by Schulz, who rather
harshly pointed out that the criteria of “abuse of trust” too
widen the boundaries of crime, classifying any untruth as
economic crime. Among the foreign authors, we should
also mention the Chief Director of the Crime Prevention
Council at the Swedish Department of Justice, Boo
Svensson, who conducted an analysis of this phenomenon
and called it economic crime, which includes, first of all,
crimes aimed at the direct motive of economic gain [1].

Taking into account the data of official statistics, the share
of so-called economic crimes in Ukraine, in relation to other
criteria, is only 6 %, but the losses from them annually exceed
billions of hryvnias. In 2020, Price water house Coopers
(PwC) conducted research on the threat level of economic
crimes around the world. According to the results of these
studies, it was found that more than 47 % of organizations
on the global stage were affected by economic crimes and
fraud during the last two years. If we talk specifically about
the results of the Ukrainian economy, then according to
data, 51 % of Ukrainian organizations have become victims
of economic crime. Compared to 2018, the indicators
increased (previous years did not exceed 4748 %). These
statistics were divided into blocks according to the types of
crimes committed: misappropriation of property accounted
for 47 %, bribery and corruption also accounted for 47 %,
customer fraud and cybercrime accounted for 31 %, and
procurement fraud — 31 %.

The second category of the most widespread threats to
the financial and economic security of the state is corruption.
One of the main aspects for understanding the concept of
corruption is the definition of subjects of corruption: civil
servants; deputies of councils of all levels; heads of local
councils; military; other persons whose administrative
responsibility is stipulated by disciplinary statutes, as well
as those whose service is defined as state [9].

Corruption has a negative impact not only directly on
the country's economy, but also on other spheres of life.
For example, corruption has a negative impact on the
social aspect — the destruction of state authorities and
a decrease in the level of trust between people, which
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destroys the state and society from the inside. If we
take into account the political aspect of corruption, then
there is a direct relationship. As a social phenomenon,
corruption cannot exist outside the government, or without
its participation. The government implements an anti-
corruption policy, changing the pace and dynamics of
corruption, its percentage of existence in the country, and
the government also creates the same corruption. We can
say that power and corruption are eternal companions of
each other. The legal aspect is determined by the offense,
criminal, administrative and civil legal actions aimed
at causing damage to the economy. And, of course, the
economic aspect, because corruption is the use of official
position to obtain income. It is an element of relationships
and their direct, unfortunately, negative consequence. If
we talk about statistics that are really impressive, from
the 2000s to 2010, about 67 % of Ukrainians who were
directly involved in government affairs admitted that they
had a direct relationship with corruption. In a 2010 survey,
30—49.9 % of respondents admitted to paying bribes to
public service providers in the past year; in a similar study
in 2007, 18-32 % of respondents reported paying a bribe.
It can be considered that these indicators are not very
high, but if we compare, for example, with Great Britain,
then at the same time its indicators reached 1.9 %. The
issue of corruption is not only bribery between officials,
this problem occurs everywhere, and even in the field of
education in our country. Among the students surveyed,
33 % admitted that they encountered corruption in their
educational institution, and 29 % heard about cases of
corruption from other students. According to a study by
Transparency International conducted in 2008, 47.3 % of
university students said that they had been asked for bribes;
of them, 29 % voluntarily paid a bribe. According to the
statistics provided to us by Transparency International in
2018, it can be seen that the tax service ranks first among
the most corrupt spheres — more than 25 %, and the last
place is occupied by local government bodies — 1.4 %. In
addition, it is estimated that corruption crimes account for
approximately 700 million dollars per year. In 2020, the
Ministry of Internal Affairs published statistics based on
the results of 2020, where, based on the review of 3,908
criminal proceedings in the field of corruption, it was
established that the state suffered 3.025 billion hryvnias
as a result of economic crimes, including corruption.
The Law of Ukraine “On the Prevention of Corruption”
Ne 49, Article 2056 has been in effect on the territory of
our country since October 14, 2014 and entailed a number
of changes in 57 articles of various Laws. This fact makes
us understand that corruption as a phenomenon is much
more painful and widespread, because it is not for nothing
that the authorities are so actively trying to fight such a
financial and economic threat [4].

The third category of threats includes the shadow
economy, which, according to Art. 7 of the Law of
Ukraine “On the Basics of National Security of Ukraine”
is recognized as one of the threats to the national interests
and national security of Ukraine in the economic sphere. In
general, the shadow economy is a type of economic activity
in which the results of this economy are not reflected in the
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official statistics of the national economy. Unfortunately,
even now there is no reliable and one hundred percent
means of combating the shadow economy, because even
the “legalization of shadow relations” with the help of
amnesty and other steps at the level of declarative slogans
will lead to the deepening of the crisis, the development of
the shadow economy and, ultimately, the self-isolation of
Ukraine (Fig. 1). This is primarily related to the imperfection
of the accounting and reporting system, the lack of stable
and balanced legislation that would control financial and
economic relations. According to the methodology of the
UN system of national accounts, all manifestations of the
shadow economy are divided into two groups:

— productive, the results of which are taken into
account in the GDP;

— crimes against persons and property, which are
not included in GDP and recorded in a special account to
reduce statistical errors.
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Figure 1 — Integral indicator of the level of the shadow
economy in Ukraine (in % of the volume of official GDP)
and rates of increase/decrease in the level of real GDP
(in % to the corresponding period of the previous year)

Source: compiled by the authors based on [2]

The level of the shadow economy of Ukraine decreased
by 1 p.p. up to 31 % of GDP according to the results of the
three quarters of 2021, this is stated in the report of the
Ministry of Economy. By the way, this is 32 % lower than
the level of the shadow economy for the previous 10 years.
The share of “shadows” decreased most significantly in
the real estate sector — from 44 % to 30 % over the year,
which, among other things, led to a reduction in losses
received in the sector and an increase in consumption. For
the same reasons, the level of shadowing decreased in the
transport industry (by 10 percentage points to 44 %), in the
processing industry (by 9 percentage points to 26 %) and
in the mining industry (by 8 percentage points to 31 %).
In addition, the easing of the quarantine allowed the trade
sector to become more transparent by 7 percentage points.
and reduce the “shadow” to 19 %. In construction, the
share remained unchanged at the level of 28 % due to the
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increase in the price of raw materials necessary for the
performance of works [2, 8].

28%
Real estate O Transport industry
M Construction O Trade

E Processing industry

Figure 2 — Shadow share in GDP of economic sectors
Source: compiled by the authors based on [§]

The fourth category represents unfair competition.
The word “concurrentia” translated from Latin means
“competition, rivalry”. In the economy, competition is a
rivalry between producers of goods for the most favorable
conditions for the production and sale of goods. In the
economy, there is so-called unfair competition, which
harms not the security of the country's economy. If we
talk about specific examples recorded on the territory of
Ukraine, we can recall when in 2020 an investigation was
conducted due to mass complaints against a producer of
butter. This product, in addition to supply to various stores,
was also wholesaled for use by schools, kindergartens,
hospitals and other institutions. Very often there have
been incidents of poisoning or upset stomach among
consumers of this particular oil. After a series of checks
and analyzes of the product composition, it was established
that the content of non-dairy and vegetable fats sometimes
reached 90-100 %. After the trial and establishing the
circumstances, the manufacturer was fined more than
140 million hryvnias. This situation is a good example of
unfair competition, when the manufacturer wanted to save
money on the production of goods, while receiving a large
income [11].

Unfair competition includes espionage. Espionage,
as you can understand, exists not only in the middle of
the state, between enterprises operating on the Ukrainian
market, but also outside the borders of our country. Thus,
the Security Service of Ukraine reported that starting from
2014 and until 2022, investigative bodies investigated
20,822 criminal proceedings based on the fact of committing
crimes against the national financial and economic security
of Ukraine. States that carry out espionage against Ukraine
have never spared the power and means to carry out
reconnaissance and subversive activities, even in such a
form as espionage. That is why the government of Ukraine
pays great attention to the protection of state secrets:
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“1. Transfer or collection for the purpose of transfer to a
foreign state, a foreign organization or their representatives,
information constituting a state secret, if these actions are
committed by a foreigner or a stateless person, shall be
punishable by imprisonment for a term of ten to fifteen
years with or without confiscation of property.

2. A person who stopped the activities provided for
in part one of this article and voluntarily informed the
state authorities about what was done is exempted from
criminal liability, if as a result of this and the measures
taken, damage to the interests of Ukraine was prevented” —
according to Article 114, as amended in accordance with
Laws No. 1183-VII dated 08.04.2014, Ne 1689-VII dated
07.10.2014 [3].

Threats also include a high level of public debt. It should
be noted that a low level of state debt is essential for the
stable development of the country, because it is a guarantor
of the stabilization of the situation in the economy. At the
beginning of 2020, the total foreign and guaranteed debt of
Ukraine amounted to 49.81 billion dollars — this is almost
twice as much as in 2009. This amount can be divided
into the total external debt of Ukraine, which amounted
to 40.45 billion dollars, and the external state-guaranteed
debt of Ukraine, which was equal to 9.36 billion dollars

(Fig. 3) [7].
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Figure 3 — Debt of Ukraine for 2020, %
Source: compiled by the authors based on [7]

If we talk about the present, then according to the
Ministry of Finance, the total foreign debt of Ukraine is
3.584 trillion hryvnias or 98.03 billion dollars. Financial
support from partner countries is very important for our
country now, and this is an indisputable fact, but the
debt will have to be paid sooner or later. It is because of
this that many Ukrainians are very cautious and almost
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distrustful of bank accounts and do not expect economic
progress in the country in the near future — everyone
is afraid of inflation. Based on this, the level of social
needs of people falls, psychology, science and many other
components of life suffer. Here, the connection between
the financial and economic sphere and other spheres is
clearly observed [10].

Conclusions

During the research, it became clear that the state of
financial and economic security depends on internal and
external factors, on the government, the state and each of
us. In order to combat threats to financial and economic
security, it is necessary not only to implement new laws
regulating the economic sphere of Ukraine, but also to pay
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attention to all sectors of life, because the economy is not a
separate link. Firstofall, itis abig web thatis interconnected:
economy, psychology, science, environment, family, law
and power — everything that surrounds us complements
each other, shaping our life, our comfort, well-being and
our development.

Therefore, the financial security of business entities
plays an important role in ensuring national economic
security. Therefore, the strengthening of such an important
component of the country's economic security — financial
security — depends to a large extent on the improvement of
indicators of the efficiency of the functioning of enterprises,
their provision of real economic growth; strengthening the
financial potential of individual business entities and, as a
result, the economy as a whole.
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